





从Socket Api到Tdi驱动
当我想写一个基于进程的流量防火墙（仅显示流量，暂不做限流），我翻开了寒江。阅读上面的TDI驱动一节，然后我就懵了，地址对象和连接对象到底是个啥？为啥IRP_MJ_CREATE会被调用两次？跟我在上层的socket  api调用有啥联系？为啥要记录地址对象和连接对象的对应关系呢？于是，我想从Socket Api到TDI驱动顺一遍。到底它们的联系是啥？

下面的分析基于ReactOS-0.3.1，源码分析思路结构来源于毛德操老师的《Windows内核情景分析》
1、 建立socket
socket(AF_INET, SOCK_STREAM, IPPROTO_TCP)
该api调用了WSPSocket，该函数由ws2_32.dll提供。
dll\win32\msafd\misc\Dllmain.c
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LPWSAPROTOCOL_INFOW IpProtocollnfo,
GROUP g,
DWORD dwFlaas,
LPINT IpErrno)




[image: image2.png]/* Get Helper Data and Transport */
Status = SockGetTdiName (3AddressFamily,
SSocketType,

&Protocol,

9.
dwFlags,
&TransportName,
HelperDLLContext,
ShelperData,
HelperEvents);

/= Check for error /.
i (Status | = NO_ERROR) {
AAFD_DbgPrint(MID_TRACE,("SockGetTdiName: Status %x\n", Status));

gota Lerror;

/% AFD Device Name %/
RtlInitUnicodeString(aDevName, L"\\Device\\Afd\\Endpoint");




[image: image3.jpg]/* Set up EA Buffer =/
EA8uffer = HeapAlloc(GlobalHeap, o, Size0fEA);
RtiZeroMemory(EASufer, SizeOfEA);
EABUffer- >NextEntryOffset
EABUffer- >Flags = o
EABuffer- >EaNameLength = AFD_PACKET_COMMAND_LENGTH;
RtlCopyMemory (EASUfer- >Eaflame,

‘AfdCommand,

AFD_PACKET, COMMAND_LENGTH + 1);
EABUffer- >EaValueLengih = SizeliPacket;

/7 Set up AFD Packet %/
AfdPacket = (PAFD_CREATE_PACKET)(EABuffer- >EaName + EABUffer- >EaNameLength + 1);
AfdPacket- >SizeOfTransporiliame = Transporthame.Length;
RHICopyMemory (AfdPacket- >TransportName,

Transporthame.Buffer,

Transporthame.Length + sizeof(WCHAR));
AfdPacket- >GrouplD





[image: image4.png]/* Set up Object Attributes %/
InitializeObjectAttributes (30bject,
‘&DevName,
0B)_CASE_INSENSITIVE | OBI_INHERIT,
5
o)

/% Create the Socket as asynchronous. That means we have to block
ourselves after every call to NiDeviceIoControlFile. This is
because the kemnel doesn't support overlapping synchronus I/ 0
requests (made from multiple threads) at this tme (Sep 2005) =/
2ZwCreateFile(asock,
‘GENERIC_READ | GENERIC_WRITE | SYNCHRONIZE,
&0bject,
1058,
NULL,
o
FILE_SHARE_READ | FILE_SHARE_WRITE,
FILEZOPEN_TF,
o
EABuffer,
SizeOfER);
/= Save Handle =/
Socket->Handls

(SOCKET)Sock;




可以看到，注意ZwCreateFile的各个参数。

其中Object参数中指定了要打开的对象名为DevName即\\Device\\Afd\\Endpoint。
而EABuffer中，则写入了通过SockGetTdiName获得的TransportName。其实呢，这个TransportName就是\\Device\\Tcp  \\Device\\Udp  \\Device\\RawIp
\\Device\\Afd\\Endpoint 是Afd驱动创建的设备。
我想你应该明白了，ws2_32.dll是通过操作Afd驱动完成各个操作的。
为了更好的了解该Socket对象中对我们有益的细节，我们会继续查看Afd驱动中的相关内容。Afd驱动中AfdDispatch()中调用了AfdCreateSocket()
drivers\network\afd\afd\Main.c

[image: image5.png]static NTSTATUS STDCALL
AfdCreate Socket(-oevice_0s1ECT DeviceObject, FI75 Irp,
PIO_STACK_LOCATION IrpSp) {
earD_ree FeB;
SFIEozECT FileObject;
SArb DEVICE EXTENION Devicext;
EFILETPULL, EA INFORVATION Ealnfo;
24D CREATE PACKET Connectnf
ULV EaLength:
SU/CHAR EalnfoValue = NULL;
UINT Disposition, 1

NULL;




[image: image6.png]#( Ealnfo ) {
Connectinfo = (PAFD_CREATE_PACKET)(Ealnfo- >EaName + Ealnfo- >EaNameLength + 1);
Ealnfovalue = (PWCHAR)(((PCHAR)ConnectInfo) + sizeof(AFD_CREATE_PACKET));

EaLength = sizeof (FILE_FULL_EA_INFORMATION) +
Ealnfo- >EaNameLength +
Ealnfo- >EavalueLength;

AFD_DbgPrint(HID_TRACE ("Ealnt
Eslnfo, Ealnfovalue));

%, Ealnfovalue: 2xin’,




[image: image7.png]#( Connectinfo ) {
FCB- >TdiDeviceName.Length = ConnectInfo- >SizeOfTransportName;
FC8->TdDeviceName. MaximumLength = FCB- >Td DeviceName.Length;
FCB- >TdiDeviceName.Buffer =
ExallocatePool( NonPagedpool, FCB- >TdiDeviceName.Length );
RtICopyMemory( FC8- >TdiDeviceName.Bufer,
Connectinfo- >TransportName,
FCB- >TdiDeviceName.Length J;

(1 FCB- >TaiDeviceName. Buffer ) {
ExFreePool(FCB);
AFD_DbgPrint{1ID_TRACE,("Could not copy target string\n”
Irp->[oStatus.Status = STATUS_NO_NEWORY;
ToCompleteRequest( Irp, I0_HETWORK_INCREMENT );
return STATUS_NO_MENORY;

¥

AFD_DbgPrint(HID_TRACE ("Success: %s %wZ\n’,
Ealnfo- >EaName, &FCB- >TdiDeviceName));
37 2nd it Connectinfo _else
AFD_DbgPrint(ID_TRACE,(*Success: Control connectionls

FileObject- >FsContext = FCB;




可以看到，该FileObject的FCB中TdiDeviceName被初始化成了通过EaBuffer传入的TransportName。这里需要注意下。因为分析下面的时候还会出现。

到此Socket的创建完成，并没有创建传说中的地址对象、连接对象，并没有牵涉到\\Device\\Tcp  \\Device\\Udp  \\Device\\RawIp
二、绑定socket
bind(flexSocket, (sockaddr *)&sockAddr, sizeof(sockAddr))
该api调用WSPBind()
dll\win32\msafd\msafd\Dllmain.c
[image: image8.png]N
WSpAPL
WSPBind(
SOCKET Handle,
const struct sockaddr *SocketAddress,
int SocketAddressLenth,
LPINT IpErrno)

= FUNCTION: Associates a local address with a socket
= ARGUMENTS:

s Socket descriptor

name = Fointer to local address

namelen = Length of name

IpErmo = Address of buffer for error information
RETLRNS

0, or SOCKET_ERROR if the socket could not be bound




[image: image9.png]Status = NtDeviceIoControlFile( (HANDLE)Socket- >Handle,
SockEvent,
NULL,
NULL,
&10Ss,
IOCTL. AFD_BIND,
BindData,
02 + Sotket- >SharedDats. SizeOfLocaladdress, /= Can'tfigure out a way to calculate this in €/
BindData,
0k + Socket- >SharedData. SizeOfLocalAddress); / * Can't figure out a way to calculate this C </




此处同样的，将调用到Afd驱动中的DeviceIoControl接口。
Drivers\network\afd\afd\Main.c

AfdDispatch--( AfdBindSocket

[image: image10.png]NTSTATUS STDCALL
AfdBindSocket(-ozvice_osIecT Deviceobject, 7Ir@ Irp,
PIO_STACK_LOCATION LrpSp) {
NTSTATUS Status = STATUS_SUCcEss;
SFILE OBIECT FileObject - TrpSp-=F =0bject;
PATDIFCE FCB = Flebbsec ~Facbnient;
FAFDI5IND,_DATA BindRea;

AFD_DbgPrint(ID_TRACE,("Called\n"));

if( ' SocketAcquireStateLock( C2 ) ) return LostSocket( Irp, FALSE );
if( ! (BindReq = LockRequest( Irp, IrpSp )) )
return UnlockAndMaybeComplete( FCS, STATUS_NO_MEMORY,
Trp, o, NOLLY FALSE )7

FC8- >Localaddress = TaCopyTransportAddress( aindReg- >Address );

H( FCB- >LocalAddress )
‘Status = WarmSocketForBind( FCB );




可以很清楚的看到AfdBindSocket调用了WarmSocketForBind，并将FCB作为参数传入。检查该函数。

Drivers\network\afd\afd\bind.c

[image: image11.png]ntsTaTUs WarmSocketForBind( =270_rcs FB ) {
NTSTATUS Status = STATUS_UNSUCCESSFLL;

AFD_DbgPrint(NID_TRACE,("Called (AF %d)\n’,
FCB- >LocalAddress- >Address[0].AddressType));

(| FCB- >TdiDeviceName.Length | | | FCB- >TdiDeviceName.Buffer ) {
AFD_DbgPrint(HID_TRACE, ("Null Device\n"));
return STATUS_NO_SUCH_DEVICE;

H( FCB- >Localaddress.
ESTRM i i0penaddressrile)
(&FCB->TdDeviceName,
FCB- >LocalAddress,
&FCB. >AddressFile. Handle,
&FCB- >AddressFile. Object );

¥

(| NT_SuCCESS(Status) ) {
TdiCioseDevice( &FCB- >AddressFile.Handle,
FCB- >AddressFile. Object );
RtiZeroMemory( &FCB- >AddressFle, sizeof( FCB- >AddressFile ) );




我相信，你肯定激动了，看到没？我们要的地址对象似乎要出现了，起码名字很像。

这边调用TdiOpenAddressFile，传入了FCB的TdiDeviceName，而TdiDeviceName我们上面看过了，就是\\Device\\Tcp  \\Device\\Udp  \\Device\\RawIp 之类的。
Drivers\network\afd\afd\Tdi.c

[image: image12.png]irsTaTUs TdiOpenAddressFile(
PUNICODE_STRING DeviceName,
PTRANSPORT. ADDRESS Name,
PHANDLE AddressHandle.
PFILE_OBJECT -AddressObiect)




[image: image13.png]LB s D o e N, N Ao | i | RANSFURI_AULRESS_LENL IR does
EaLength = sizeof (FILE_FULL_EA_INFORMATION) +
TDI_TRANSPORT_ABDRESS_[ENGTH +
TalengthOfTransportAddress( Name ) + 1;
SpInte - (FFILE FULL_EA INFORVATION ExAllocatepool(tonzagedrecl, EaLength);
i (| Ealnfo;
return STATUS_INSUFFICIENT_RESOURCES;

RtiZeroMemory(EaInfo, EaLength);
Ealnfo- >EaNameLength = TDI_TRANSPORT_ADDRESS_LENGTH;
/7 Don't copy the terminating 0; we have already zeroed it */
RtICopyMemory (Ealnfo- >Eallame,
TdiTransportaddress,
TDI_TRANSPORT_ADDRESS_LENGTH);
Eainfo- »Ealsluelenth = Sa=of(TA_{P_ADDRESS);
Address =
(PTRANSPORT_ADDRESS)(Ealnfo- >EaName + TDI_TRANSPORT_ADDRESS_LENGTH + 1
TaCopyTransportAddressInPlace( Address, Namé );

Status = [T DeviceName,
EsLength,
Ealnfo,
AddressHandle,
‘AddressObject):





这边我们看到了调用了TdiOpenDevice，其中DeviceName就是\\Device\\Tcp  \\Device\\Udp 之类的，并且把一个TRANSPORT_ADDRESS结构体作为EaInfo传入了。
进入TdiOpenDevice
Drivers\network\afd\afd\Tdi.c

[image: image14.png]static NTSTATUS TdiOpenDevice(
SUNICODE_STRING DeviceName,
0LONG Ealenath,
£7ILE FULL EA INFORVATION Ealnfo,
ELANDLE Handle,
PFILE_OBIECT “Object)




[image: image15.png]InitializeObjectAttributes(aattr, /= Attribute buffer =/

DeviceName, /= Device name */
0B)_CASE_INSENSITIVE, /* Attributes /
NULE, /= Root directory =/

NULLS; /= Security descriptor %/

Status = RUETEREIE Handle, /= Return file handle =/
'GENERIC_READ | GENERIC_VIRITE | SYNCHRONIZE, /= Desired access */

attr, 7= Object attributes =/

&dosb, /=10 status */

o /* nitial allocation size =/
FILE_ATTRIBUTE_NORMAL, /= File attributes */
FILESHARE_READ | FILE SHARE_WRITE, /= Share access =/
FILEZOPEN_TF, /¥ Create disposition =/

o /= Create options */

Ealnfo, /= EA buffer =/

EaLength); /% EA length =/





相信看到这里你应该明白了，Afd驱动通过ZwCreateFile调用了\\Device\\Tcp  \\Device\\Udp
这些设备的驱动，他们的驱动就是tcpip.sys。

查看该驱动的代码，弄清楚ZwCreateFile做了啥。

Drivers\network\tcpip\tcpip\Main.c

[image: image16.png]NTSTATUS STDCALL.
TiDispatchOpenClose

IN PDEVICE_OBJECT DeviceObiect,
IN PIRP Irp]

= FUNCTION: Main dispath routine

= ARGUMENTS:

=" DeviceObject = Pointer to a device object for this driver
= Ip Fointer to a 1/ O request packet

= RETURNS:

Status of the operation

PIO_STACK_LOCATION IrpSp;
NTSTATUS Status;
PTRANSPORT_CONTEXT Context;
RIRP(Irp);

/1 DbgPrint("Called. DeviceObject is at (0x%X), IRP is at (0x%X).\n", DeviceObject, Irp);

11pSp = ToGetCurrentlrpStackLocation(Irp);

switch (IrpSp- >MajorFunction) {

7= Open an address file, connection endpoint, or control connection =/
case IRP_11)_CREATE.

Status < IR DeviceObject, Irp);

break;




进入TiCreateFileObject。

Drivers\network\tcpip\tcpip\Main.c

[image: image17.png]irsTaTUs TiCreateFileObject(
PDEVICE_OSJECT DeviceObiect,
PIRF Irp)




[image: image18.png]Status = FileOpenAddress(aRequest, Address, Protocol, NULL);
if (NT_SUCCESS(Status)) {
1rpSP- >FilsObject- >FsContext2 =
Context- >Handle. AddressHandle

PUOID)TDI_TRANSPORT_ADDRESS_FILE;
Request.Handle.Addressiandle;





在TiCreateFileObject中调用了FileOpenAddress()，然后将获得的相关信息作为FsContext2写入到了FileObject中。这里恕我只写出TiCreateFileObject的部分，更完整的分析参见第三部分。
这应该就是所谓的创建了地址对象。也就是说
WSPBind中通过调用Afd驱动提供的接口创建了所谓的地址对象。

而Afd驱动则是通过ZwCreateFile调用了tcpip驱动，从而创建出所谓的地址对象。
我们的TDI驱动就是Attach到tcpip驱动创建的设备对象中截获IRP_MJ_CREATE和IRP_MJ_INTERNAL_DEVICE_CONTROL等IRP进行进程级别的防火墙监控的。 

其实TDI驱动中截获的地址对象的创建就是代表着我们在调用WSABind()或者bind()函数。
那所谓的连接对象又是在哪儿创建的呢？代表着socket操作的啥意思呢？
3、 listen或connect

使用TCP通信时，客户端调用connect连接到远端主机，服务器端调用listen监听连接，调用accept接受远端客户的连接。

dll\win32\msafd\misc\Dllmain.c
[image: image19.jpg]PListen(
SOCKET Handle

int Backlog,
LPINT IpErene)





[image: image20.png]NtDeviceIoControlFile( (HANDLE)Sockst- >Handle,
SockEvent,
NULL,
NULL,
&10Ss,
IOCTL AFD_START_LISTEN,
BListenData,
sizeof(ListeriData),
NOLL,
o)

Status =




跟上面的情况一样，socket api通过调用Afd驱动提供的接口，完成该操作。
看Afd驱动中的处理接口

AfdDispatch--(AfdListenSocket

Drivers\network\afd\afd\listen.c

[image: image21.png]wrsTatUs AfdListenSocket(zoevice_0sIECT DeviceObject, PI75 Irp,
PIO_STACK_LOCATION IrpSp) {
NTSTATUS Statas - STATUS SUCCESS:
SFILE OBIECT FileObject - TrpSp-=F =0bject;
PrILE_OBJECT FileObject = IrpSp- >Fie





[image: image22.png]FCB- >DelayedAccept = ListenReg- >UseDelayedAcceptance;

AFD_DbgPrint(MID_TRACE,(
R W= rmSocketForConnection§gsshl

FCB- >State = SOCKET_STATE_LISTENING;

, FCB- >AddressFile.Handle)

AFD_DbgPrint(MID_TRACE,("Status from warmsocket %x\n", Status));

TdiBuildNullConnectionInfo
( &FCB->Listenrp.ConnectionCallinfo,
FCB- >LocalAddress. >Address[o].AddressType );
TdiBuildNulConnectionInfo
( &FCB- >ListenIrp.ConnectionReturninfo,
FCB- >LocalAddress. >Address[o].AddressType );

Status = TdiListen( GFCE- >Listenlrp.InFlightRequest,
FCB- > Connection.Object,
8FCB- >Listenlrp.ConnectionCallinfo,
&FC8- >Listenlrp.ConnectionReturninfo,
&FCB- > Listenlrp.losh,
ListenComplete,
R )




这里你会看到一个极其重要的函数WarmSocketForConnection。赶紧紧睁双眼，盯紧该函数。

Drivers\network\Afd\Afd\Connect.c

[image: image23.png]wrstatus WarmSocketForConnection paro_rcs res ) {
NTSTATUS Status;
if( ! FCB- >TdiDeviceName.Length | | ! FCB- >TdiDeviceName.Buffer ) {

AFD_DbgPrint(HID_TRACE, ("Null Device\n"));
return STATUS_NO_SUCH_DEVICE;

¥
e 1O cnConnectionEndpointFile)

(&FCB->TaDeviceName,
&FCB- > Connection.Handle,
&FCB- >Connection.Object );

H( NT_SucCESS(status) ) {
Statis = TdiAssociateAddressFile
( FCB- >AddressFile.Handle,
FCB- > Connection.Object J;




看这短短的WarmSocketForConnection中调用的两个函数，你应该就会感兴趣。貌似传说中的连接对象要出来了。先来分析TdiOpenConnectionEndpointFile。
[image: image24.png]nrsTaTUs TdiOpenConnectionEndpointFile
SUNICODE_STRING DeviceName,
SHANDLE Connectionfiandle.
PRILE_OBIECT *ConnectionBbiect)




[image: image25.png]L, 20Nt copy the terminating U we have already zerosd It 5/
RHICopyMemory(Eanfo- >EeNeme,
TaiConecionContext,
TDI_CONNECTION_CONTEXT_LENGTH);
Ealnfo- >EaValueLength = sizeof(PVOID);
Contextares = (PVOID-)(EInfor »EaNarhe + TDI_CONNECTION_CONTEXT_LENGTH + 1);
[ FIXME: Allocate context area =/
“Contexchses < UL
Status - [ELTTIDEMIR DeviceName,
SaLength,
Sints,
Connectiontiandle,
ConnectionObject):





看到了，依然是调用TdiOpenDevice，只不过这次的EaInfo部分传递的不一样，但是DeviceName都是来自于FCB->TdiDeviceName。

你懂了吧，事实上该DeviceName就是\\Device\\Tcp  \\Device\\Udp  等，就是通过TdiOpenDevice再次调用了tcpip驱动的IRP_MJ_CREATE。
这次，我们将完整地阅读tcpip驱动的IRP_MJ_CREATE的处理函数TiCreateFileObject。

Drivers\network\tcpip\tcpip\Main.c

[image: image26.png]nts7aTUs TiCreateFileObject!
PDEVICE_OSJECT DeviceObiect,
PIRP Irp)




[image: image27.png]if (Ealnfo a&
(Eslnfo- >EaNamelength
(RtiCompareMemory
(8Eanfo >EaName, TdiTransportadare

TDI TRANSPORT ADDRESS. LENGTH)

DI_TRANSPORT_ADDRESS_LENGTH))




[image: image28.png]Status = FileOpenAddress(&Request, Address, Protocol, NULL);

if (NT_SUCCESS(Status)) {
1rpSp- >FilsObject- >FsContext2 = (PVOID)TDL_TRANSPORT_ADDRESS_FILE;
Context- >Handle. AddressHandle = Request.Handle. Addressandle;

o
Y else if (Ealnfo &&




[image: image29.png](Ealnfo- >EaNameLength
(RtiCompareMemory
(8Ealnfo- >EaName, TdiConnectionContext,
TDI_CONNECTION, CONTEXT_LENGTH)

TDI_CONNECTION_CONTEXT LENGTH))

TDL CONNECTION CONTEXT LENGTH) S





[image: image30.png]/= Open connection endpoint file object */

Status = FileOpenConnection(aRequest, ClientContext);

if (NT_suCCEsS(Status)) {

1rpSp- >FilsObject- >FsContext2 = (PVOID)TDI_CONNECTION_FILE;
Context- >Handle. ConnectionContext = Request.Handle. ConnectionContext;

372 end if Ealnfos&(Ealnfo- >Ealia..

else {





[image: image31.png]L _Jhis 1= 3 request Lo Open 3 contre’ connection =/
Status = FileOpenControlChannel(sRequest);
if (NT_suCCEsS(Status)) {
1rpSp- >FileObject- >FsContext2 = (PVOID)TDI_CONTROL_CHANNEL_FILE;
| Comtext->Handle.ContrlChannel - ReauestHandie Contiaichannel
3





可以看到，整个TiCreateFileObject根据EaInfo决定如何初始化FileObject的FsContext2。

所谓的FileOpenAddress是在初始化其地址对象，而所谓的FileOpenConnection则是初始化其连接对象的内容。

再看WarmSocketForConnection调用的第二个函数，TdiAssociateAddressFile
Drivers\network\afd\afd\Tdi.c

[image: image32.png]NEENIE TdiAssociateAddressFile§
HANDLE AddressHandle,
'BFILE_OS)ECT ConnectionObiect)




[image: image33.png]Irp = TdiBuildInternalDeviceControlIrp(TDI_ASSOCIATE_ADDRESS,

DeviceObject, 7= Device object =/
ConnectionObject, /= File object */
sEvent, = Event
&losb); 7 Status %/

i (: 1rp)
return STATUS_INSUFFICIENT_RESOURCES;

TdiBuildAssociateAddress(Irp,
DeviceObject,
ConnectionObject,
NULL,

NULL,
AddressHandle);

Status = TdiCall(Irp, DeviceObject, &Event, &losb);

/= Sub function




容易看出来Afd驱动中又创建了一个IRP_MJ_INTERNAL_DEVICE_CONTROL，然后调用tcpip.sys来处理。
Drivers\network\tcpip\tcpip\Main.c

[image: image34.jpg]TiDispatchinternal

PDEVICE_OSJECT DeviceObiect,
PIRP Irp)





[image: image35.png]case TDI_ASSOCIATE_ADDRESS:
Status = DispTdiAssociateAddress(Irp);
break;

case TDI_DISASSOCIATE_ADDRESS
Status = DispTdiDisassociateAddress(Irp);
break;




到底为止，应该明白了，在我们调用listen时，其实我们通过Afd驱动，通过tcpip.sys的IRP_MJ_CREATE创建了一个连接对象，之后通过tcpip.sys，使用IRP_MJ_INTERNAL_DEVICE_CONTROL的TDI_ASSOCIATE_ADDRESS，将连接对象和先前bind时创建的地址对象关联了起来。返回到AfdListenSocket函数中，在调用WarmSocketForConnection创建并关联连接对象后，又调用了TdiListen，稍微注意下就明白，之后又通过IRP_MJ_INTERNAL_DEVICE_CONTROL的TDI_LISTEN调用了tcpip驱动进行相应的处理。

Connect的调用与此类似，读者可自行分析。

4、 send调用

send(sockfd, buf, len, 0)
[image: image36.png]int
e

SOCKET Handle,

LPWSABUF IpBuffers,

DWORD dwsufferc«um,

LPDWORD IpNumber0fBytessent,

DWORD iFlags,

LPWSAOVERLABPED IpOverlapped,
LPWSAOVERLAPPED_COMPLETION_ROUTINE IpCompletionRoutine,
LPWSATHREADID IpThreadld,

LPINT IpEreno)




[image: image37.png]NtDeviceloControlFile((HANDLE)Handle,
SockEvent,
APCFunction,
‘APCContext,
1085,
10CTL_AFD_SEND,
&Sendinfo,
sizeof(Sendinfo),
NOLL,
o)




同样是调用Afd驱动。直接看Afd驱动是怎么调用Tcpip驱动的。

AfdDispatch -(AfdConnectedSocketWriteData
Drivers\network\afd\afd\Write.c

[image: image38.png]ITSTATUS STDCALL "
AfdConnectedSocketWriteData(-oevice_0s1ECT DeviceObject, 7175 Irp,
PIO_STACK_LOCATION IrpSp, BOOLEAN Short) {

NTSTATUS Status = STATUS, SUCCESS)
SFILE OBIECT FileObject - TrpSp-=F =0bject;
PAFD OB OB~ Fielbiect. 2 Fochntexts





[image: image39.png]I( FCB- >Flags & AFD_ENDPOINT_CONNECTIONLESS )
¥




[image: image40.png]Status = TdiSendDatagram
( &FCB- >Sendirp. InflightRequest,

FCB- > Addressfile.Object,
SendReq- >Bufferarray(o].buf,
SendReq->Bufferarraylol.len,
Targetaddress,
&FCB->Sendl’p.losb,
PacketSocketSendComplete,
FC8);




[image: image41.png]return UnlockAndMaybeComplete( FCB, Status, Irp,
SendReq- >Bufferarray[ol.len,
NULL, TRUE );

7 end if FCB- >FlagsBAFD_EIDROL... 7





[image: image42.png]diSend( &FCB- >Sendlrp.InFlightRequest,
FCB- > Connection.Object,

o

FCB->Send.Window,

FCB- >Send BytesUsed,

&FCB- >Sendlrp.losb,

SendComplete,

FCB );

Status





在AfdConnectedSocketWriteData中如果是无连接的，直接通过TdiSendDatagram发送，通过创建的地址对象即可。如果是有连接的，通过TdiSend，使用先前创建的连接对象发送。这里只看TdiSend。
[image: image43.png]sTaTus TdiSend

PIRP “Iny

PFILE_OSJECT Transportobiect,

USHORT Flaas,

PCHAR Buffer.

UINT BufferLenath,

PIO_STATUS_BLOCK Josb,
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看到这儿，你应该明白了，其实就是调用tcpip.sys，通过IRP_MJ_INTERNAL_DEVICE_CONTROL的TDI_SEND。而且使用的是连接对象。
这下你知道为啥要在我们的TDI驱动中关联地址对象和连接对象了吧？如果不关联，拦截到发送后，你根本不知道它对应的地址端口是多少。因为发送仅仅对连接对象调用IRP_MJ_INTERNAL_DEVICE_CONTROL。
5、 总结

总而言之，socket  api通过afd驱动完成功能，而afd驱动则是通过对tcpip驱动的调用实现相应的功能，我们的TDI驱动事实上就是拦截afd驱动发送给tcpip驱动的IRP然后在上面做监控的。

具体socket api调用和tcpip驱动中的IRP的对应，请仔细阅读每个部分的红字加注部分。
我是看雪AntBean，这是我网络驱动学习探索的最后一部分。
网络驱动的其他几部分：

http://bbs.pediy.com/showthread.php?t=143685
http://bbs.pediy.com/showthread.php?t=143754
http://bbs.pediy.com/showthread.php?t=144414
另有驱动开发学习探索两部分：

http://bbs.pediy.com/showthread.php?t=130876


http://bbs.pediy.com/showthread.php?t=130925
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错误之处在所难免，欢迎探讨交流。
