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客户端介绍
安腾校园网宽带认证计费管理系统是一应用比较多的校园宽带计费解决方案，很多学校都使用了这套系统。安腾校园计费系统包含服务器系统端和客户端，用户需要安装[安腾客户端]后才能计费上网。（此逆向分析是针对3.6.7版本的安腾客户端）
逆向分析的目的

用户在使用客户端的时候经常会出现莫名的问题，有时候就连学校网络中心也无法解决的。为了深入探索问题的所在，需要对安腾客户端进行逆向分析。
客户端工作原理

1) 客户端发送一个UDP包到远程服务器1.1.1.8（socket句柄1，本地端口4999，远程端口3850），服务器只做初始化，不返回信息到客户。

2) 客户端发送一个UDP包到远程服务器192.168.4.2（socket句柄2，本地端口3848，远程端口3848），服务器返回信息到客户。

3) 客户端发送一个UDP包到远程服务器192.168.4.2（socket句柄3，本地端口任意，远程端口3849），服务器返回信息到客户。

4) 客户端每隔30秒发送一UDP包（变动包）到远程服务器192.168.4.2（socket句柄2，本地端口3848，远程端口3848），服务器返回信息到客户。
（说明：socket句柄值在300左右变化。有中间驱动层）
客户端发送数据包分类

第一类包：

· 远程Ip地址：1.1.1.8 本地端口：4999 远程端口：3850

第二类包：

· 远程Ip地址：192.168.4.2 本地端口：3848远程端口：3848
第三类包：

· 远程Ip地址：192.168.4.2 本地端口：任意 远程端口：3849
第四类包（心跳包，每隔30秒发送一个包）：

· 远程Ip地址：192.168.4.2 本地端口：3848远程端口：3848

（跟第二类包发送的socket句柄相同，远程ip地址相同，本地、远程端口相同，数据加密算法相同，数据包封装方法不同。）
各类包发送过程
发送UDP包到远程3848端口主函数
00416AD0  /$  81EC 64060000 SUB ESP,664

00416AD6  |.  56            PUSH ESI

00416AD7  |.  57            PUSH EDI

00416AD8  |.  B9 77010000   MOV ECX,177

00416ADD  |.  33C0          XOR EAX,EAX

00416ADF  |.  8DBC24 900000>LEA EDI,DWORD PTR SS:[ESP+90]

00416AE6  |.  8D5424 08     LEA EDX,DWORD PTR SS:[ESP+8]

00416AEA  |.  F3:AB         REP STOS DWORD PTR ES:[EDI]

00416AEC  |.  8D4C24 0C     LEA ECX,DWORD PTR SS:[ESP+C]

00416AF0  |.  8D8424 A20000>LEA EAX,DWORD PTR SS:[ESP+A2]

00416AF7  |.  51            PUSH ECX

00416AF8  |.  68 8C944500   PUSH supplica.0045948C

00416AFD  |.  6A 06         PUSH 6

00416AFF  |.  6A 07         PUSH 7

00416B01  |.  52            PUSH EDX

00416B02  |.  C705 5C3E5200>MOV DWORD PTR DS:[523E5C],1000000

00416B0C  |.  894424 1C     MOV DWORD PTR SS:[ESP+1C],EAX

00416B10  |.  C74424 20 120>MOV DWORD PTR SS:[ESP+20],12

00416B18  |.  E8 73290000   CALL supplica.00419490                   ;  向发送数据的缓冲区填充MAC地址

00416B1D  |.  8D4424 20     LEA EAX,DWORD PTR SS:[ESP+20]

00416B21  |.  BF 38954500   MOV EDI,supplica.00459538                ;  ASCII 

00416B26  |.  50            PUSH EAX

00416B27  |.  83C9 FF       OR ECX,FFFFFFFF

00416B2A  |.  33C0          XOR EAX,EAX

00416B2C  |.  68 38954500   PUSH supplica.00459538                   ;  ASCII 

00416B31  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416B33  |.  F7D1          NOT ECX

00416B35  |.  49            DEC ECX

00416B36  |.  51            PUSH ECX

00416B37  |.  8D4C24 28     LEA ECX,DWORD PTR SS:[ESP+28]

00416B3B  |.  6A 01         PUSH 1

00416B3D  |.  51            PUSH ECX

00416B3E  |.  E8 4D290000   CALL supplica.00419490                   ;  填充学号

00416B43  |.  BF 58954500   MOV EDI,supplica.00459558                ;  ASCII "8888"

00416B48  |.  83C9 FF       OR ECX,FFFFFFFF

00416B4B  |.  33C0          XOR EAX,EAX

00416B4D  |.  8D5424 34     LEA EDX,DWORD PTR SS:[ESP+34]

00416B51  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416B53  |.  F7D1          NOT ECX

00416B55  |.  52            PUSH EDX

00416B56  |.  49            DEC ECX

00416B57  |.  68 58954500   PUSH supplica.00459558                  ;  ASCII "8888"

00416B5C  |.  51            PUSH ECX

00416B5D  |.  8D4424 3C     LEA EAX,DWORD PTR SS:[ESP+3C]

00416B61  |.  6A 02         PUSH 2

00416B63  |.  50            PUSH EAX

00416B64  |.  E8 27290000   CALL supplica.00419490                   ;  填充密码

00416B69  |.  8D4C24 48     LEA ECX,DWORD PTR SS:[ESP+48]

00416B6D  |.  BF 92944500   MOV EDI,supplica.00459492          ;  ASCII "59.68.8.236"

00416B72  |.  51            PUSH ECX

00416B73  |.  83C9 FF       OR ECX,FFFFFFFF

00416B76  |.  33C0          XOR EAX,EAX

00416B78  |.  68 92944500   PUSH supplica.00459492             ;  ASCII "59.68.8.236"

00416B7D  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416B7F  |.  F7D1          NOT ECX

00416B81  |.  49            DEC ECX

00416B82  |.  8D5424 4C     LEA EDX,DWORD PTR SS:[ESP+4C]

00416B86  |.  51            PUSH ECX

00416B87  |.  6A 09         PUSH 9

00416B89  |.  52            PUSH EDX

00416B8A  |.  E8 01290000   CALL supplica.00419490                   ;  填充IP地址

00416B8F  |.  B9 20000000   MOV ECX,20

00416B94  |.  33C0          XOR EAX,EAX

00416B96  |.  8D7C24 60     LEA EDI,DWORD PTR SS:[ESP+60]

00416B9A  |.  83C4 50       ADD ESP,50

00416B9D  |.  F3:AB         REP STOS DWORD PTR ES:[EDI]

00416B9F  |.  BF 7C954500   MOV EDI,supplica.0045957C         ;  ASCII "servicename"

00416BA4  |.  83C9 FF       OR ECX,FFFFFFFF

00416BA7  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416BA9  |.  F7D1          NOT ECX

00416BAB  |.  49            DEC ECX

00416BAC  |.  BE 7C954500   MOV ESI,supplica.0045957C         ;  ASCII "servicename"

00416BB1  |.  8BC1          MOV EAX,ECX

00416BB3  |.  8D7C24 10     LEA EDI,DWORD PTR SS:[ESP+10]

00416BB7  |.  C1E9 02       SHR ECX,2

00416BBA  |.  F3:A5         REP MOVS DWORD PTR ES:[EDI],DWORD PTR DS>

00416BBC  |.  8BC8          MOV ECX,EAX

00416BBE  |.  8D5424 10     LEA EDX,DWORD PTR SS:[ESP+10]

00416BC2  |.  83E1 03       AND ECX,3

00416BC5  |.  F3:A4         REP MOVS BYTE PTR ES:[EDI],BYTE PTR DS:[>

00416BC7  |.  8D4C24 0C     LEA ECX,DWORD PTR SS:[ESP+C]

00416BCB  |.  51            PUSH ECX

00416BCC  |.  8D7C24 14     LEA EDI,DWORD PTR SS:[ESP+14]

00416BD0  |.  83C9 FF       OR ECX,FFFFFFFF

00416BD3  |.  33C0          XOR EAX,EAX

00416BD5  |.  52            PUSH EDX

00416BD6  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416BD8  |.  F7D1          NOT ECX

00416BDA  |.  49            DEC ECX

00416BDB  |.  8D4424 10     LEA EAX,DWORD PTR SS:[ESP+10]

00416BDF  |.  51            PUSH ECX

00416BE0  |.  6A 0A         PUSH 0A

00416BE2  |.  50            PUSH EAX

00416BE3  |.  E8 A8280000   CALL supplica.00419490             ;  填充认证方式字串

00416BE8  |.  8B4C24 1C     MOV ECX,DWORD PTR SS:[ESP+1C]

00416BEC  |.  A0 C4944500   MOV AL,BYTE PTR DS:[4594C4]

00416BF1  |.  8D5424 20     LEA EDX,DWORD PTR SS:[ESP+20]

00416BF5  |.  C601 0E       MOV BYTE PTR DS:[ECX],0E

00416BF8  |.  8B4C24 1C     MOV ECX,DWORD PTR SS:[ESP+1C]

00416BFC  |.  41            INC ECX

00416BFD  |.  52            PUSH EDX

00416BFE  |.  894C24 20     MOV DWORD PTR SS:[ESP+20],ECX

00416C02  |.  C601 03       MOV BYTE PTR DS:[ECX],3

00416C05  |.  8B4C24 20     MOV ECX,DWORD PTR SS:[ESP+20]

00416C09  |.  41            INC ECX

00416C0A  |.  894C24 20     MOV DWORD PTR SS:[ESP+20],ECX

00416C0E  |.  8801          MOV BYTE PTR DS:[ECX],AL

00416C10  |.  8B7C24 24     MOV EDI,DWORD PTR SS:[ESP+24]

00416C14  |.  8B4424 20     MOV EAX,DWORD PTR SS:[ESP+20]

00416C18  |.  83C7 03       ADD EDI,3

00416C1B  |.  40            INC EAX

00416C1C  |.  897C24 24     MOV DWORD PTR SS:[ESP+24],EDI

00416C20  |.  8B3D D0104500 MOV EDI,DWORD PTR DS:[4510D0]            ;  supplica.004510F0

00416C26  |.  894424 20     MOV DWORD PTR SS:[ESP+20],EAX

00416C2A  |.  83C9 FF       OR ECX,FFFFFFFF

00416C2D  |.  33C0          XOR EAX,EAX

00416C2F  |.  57            PUSH EDI

00416C30  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416C32  |.  F7D1          NOT ECX

00416C34  |.  49            DEC ECX

00416C35  |.  8D4424 24     LEA EAX,DWORD PTR SS:[ESP+24]

00416C39  |.  51            PUSH ECX

00416C3A  |.  6A 1F         PUSH 1F

00416C3C  |.  50            PUSH EAX

00416C3D  |.  E8 4E280000   CALL supplica.00419490                   ;  填充客户端版本号

00416C42  |.  8B4C24 34     MOV ECX,DWORD PTR SS:[ESP+34]

00416C46  |.  8D9424 B80000>LEA EDX,DWORD PTR SS:[ESP+B8]

00416C4D  |.  51            PUSH ECX

00416C4E  |.  6A 01         PUSH 1

00416C50  |.  52            PUSH EDX

00416C51  |.  E8 3A0F0000   CALL supplica.00417B90                   ;  填充前18个字节（MD5一次加密）

00416C56  |.  8B4424 40     MOV EAX,DWORD PTR SS:[ESP+40]

00416C5A  |.  8D8C24 C40000>LEA ECX,DWORD PTR SS:[ESP+C4]

00416C61  |.  50            PUSH EAX

00416C62  |.  51            PUSH ECX

00416C63  |.  E8 480E0000   CALL supplica.00417AB0                   ;  加密算法

00416C68  |.  8B5424 48     MOV EDX,DWORD PTR SS:[ESP+48]

00416C6C  |.  8B0D 5C405200 MOV ECX,DWORD PTR DS:[52405C]

00416C72  |.  68 080F0000   PUSH 0F08

00416C77  |.  68 FC954500   PUSH supplica.004595FC                   ;  发送的目的ip地址

00416C7C  |.  8D8424 D40000>LEA EAX,DWORD PTR SS:[ESP+D4]

00416C83  |.  52            PUSH EDX

00416C84  |.  50            PUSH EAX

00416C85  |.  51            PUSH ECX

00416C86  |.  E8 55280000   CALL supplica.004194E0                   ;  发送

00416C8B  |.  83C4 50       ADD ESP,50

00416C8E  |.  5F            POP EDI

00416C8F  |.  5E            POP ESI

00416C90  |.  81C4 64060000 ADD ESP,664

00416C96  \.  C3            RETN
数据加密算法函数（加密算法一）：

00417AB0  /$  55            PUSH EBP

00417AB1  |.  8B6C24 0C     MOV EBP,DWORD PTR SS:[ESP+C]

00417AB5  |.  85ED          TEST EBP,EBP

00417AB7  |.  57            PUSH EDI

00417AB8  |.  7F 05         JG SHORT supplica.00417ABF

00417ABA  |.  5F            POP EDI

00417ABB  |.  33C0          XOR EAX,EAX

00417ABD  |.  5D            POP EBP

00417ABE  |.  C3            RETN

00417ABF  |>  8B7C24 0C     MOV EDI,DWORD PTR SS:[ESP+C]

00417AC3  |.  85FF          TEST EDI,EDI

00417AC5  |.  75 05         JNZ SHORT supplica.00417ACC

00417AC7  |.  5F            POP EDI

00417AC8  |.  33C0          XOR EAX,EAX

00417ACA  |.  5D            POP EBP

00417ACB  |.  C3            RETN

00417ACC  |>  56            PUSH ESI

00417ACD  |.  33F6          XOR ESI,ESI

00417ACF  |.  85ED          TEST EBP,EBP

00417AD1  |.  7E 3E         JLE SHORT supplica.00417B11

00417AD3  |>  8A043E        /MOV AL,BYTE PTR DS:[ESI+EDI]

00417AD6  |.  8AC8          |MOV CL,AL

00417AD8  |.  8AD0          |MOV DL,AL

00417ADA  |.  C0E9 02       |SHR CL,2

00417ADD  |.  80E1 20       |AND CL,20

00417AE0  |.  80E2 40       |AND DL,40

00417AE3  |.  0ACA          |OR CL,DL

00417AE5  |.  8AD0          |MOV DL,AL

00417AE7  |.  C0E9 02       |SHR CL,2

00417AEA  |.  80E2 20       |AND DL,20

00417AED  |.  0ACA          |OR CL,DL

00417AEF  |.  8AD0          |MOV DL,AL

00417AF1  |.  D0E9          |SHR CL,1

00417AF3  |.  80E2 02       |AND DL,2

00417AF6  |.  0ACA          |OR CL,DL

00417AF8  |.  8AD0          |MOV DL,AL

00417AFA  |.  80E2 1C       |AND DL,1C

00417AFD  |.  C0E0 05       |SHL AL,5

00417B00  |.  0AD0          |OR DL,AL

00417B02  |.  D0E9          |SHR CL,1

00417B04  |.  C0E2 02       |SHL DL,2

00417B07  |.  0ACA          |OR CL,DL

00417B09  |.  880C3E        |MOV BYTE PTR DS:[ESI+EDI],CL

00417B0C  |.  46            |INC ESI

00417B0D  |.  3BF5          |CMP ESI,EBP

00417B0F  |.^ 7C C2         \JL SHORT supplica.00417AD3

00417B11  |>  5E            POP ESI

00417B12  |.  5F            POP EDI

00417B13  |.  B8 01000000   MOV EAX,1

00417B18  |.  5D            POP EBP

00417B19  \.  C3            RETN
发送UDP包到远程3849端口主函数
0041AD70  /$  81EC B4010000 SUB ESP,1B4

0041AD76  |.  56            PUSH ESI

0041AD77  |.  57            PUSH EDI

0041AD78  |.  B9 4B000000   MOV ECX,4B

0041AD7D  |.  33C0          XOR EAX,EAX

0041AD7F  |.  8DBC24 900000>LEA EDI,DWORD PTR SS:[ESP+90]

0041AD86  |.  8D5424 0C     LEA EDX,DWORD PTR SS:[ESP+C]

0041AD8A  |.  F3:AB         REP STOS DWORD PTR ES:[EDI]

0041AD8C  |.  8D8424 A20000>LEA EAX,DWORD PTR SS:[ESP+A2]

0041AD93  |.  8D4C24 08     LEA ECX,DWORD PTR SS:[ESP+8]

0041AD97  |.  894424 0C     MOV DWORD PTR SS:[ESP+C],EAX

0041AD9B  |.  51            PUSH ECX

0041AD9C  |.  BF 38954500   MOV EDI,supplica.00459538                ;  ASCII 

0041ADA1  |.  83C9 FF       OR ECX,FFFFFFFF

0041ADA4  |.  33C0          XOR EAX,EAX

0041ADA6  |.  68 38954500   PUSH supplica.00459538                   ;  ASCII 

0041ADAB  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

0041ADAD  |.  F7D1          NOT ECX

0041ADAF  |.  49            DEC ECX

0041ADB0  |.  C74424 10 120>MOV DWORD PTR SS:[ESP+10],12

0041ADB8  |.  51            PUSH ECX

0041ADB9  |.  6A 01         PUSH 1

0041ADBB  |.  52            PUSH EDX

0041ADBC  |.  E8 CFE6FFFF   CALL supplica.00419490                   ;  填充学号

0041ADC1  |.  8D4424 1C     LEA EAX,DWORD PTR SS:[ESP+1C]

0041ADC5  |.  8D4C24 20     LEA ECX,DWORD PTR SS:[ESP+20]

0041ADC9  |.  50            PUSH EAX

0041ADCA  |.  68 8C944500   PUSH supplica.0045948C

0041ADCF  |.  6A 06         PUSH 6

0041ADD1  |.  6A 07         PUSH 7

0041ADD3  |.  51            PUSH ECX

0041ADD4  |.  E8 B7E6FFFF   CALL supplica.00419490                 ;  填充MAC地址

0041ADD9  |.  BF 92944500   MOV EDI,supplica.00459492          ;  ASCII "59.68.8.236"

0041ADDE  |.  83C9 FF       OR ECX,FFFFFFFF

0041ADE1  |.  33C0          XOR EAX,EAX

0041ADE3  |.  8D5424 30     LEA EDX,DWORD PTR SS:[ESP+30]

0041ADE7  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

0041ADE9  |.  F7D1          NOT ECX

0041ADEB  |.  52            PUSH EDX

0041ADEC  |.  49            DEC ECX

0041ADED  |.  68 92944500   PUSH supplica.00459492            ;  ASCII "59.68.8.236"

0041ADF2  |.  51            PUSH ECX

0041ADF3  |.  8D4424 40     LEA EAX,DWORD PTR SS:[ESP+40]

0041ADF7  |.  6A 09         PUSH 9

0041ADF9  |.  50            PUSH EAX

0041ADFA  |.  E8 91E6FFFF   CALL supplica.00419490              ;  填充ip

0041ADFF  |.  A0 64924500   MOV AL,BYTE PTR DS:[459264]

0041AE04  |.  83C4 3C       ADD ESP,3C

0041AE07  |.  84C0          TEST AL,AL

0041AE09  |.  74 33         JE SHORT supplica.0041AE3E

0041AE0B  |.  8D4C24 08     LEA ECX,DWORD PTR SS:[ESP+8]

0041AE0F  |.  8D5424 0C     LEA EDX,DWORD PTR SS:[ESP+C]

0041AE13  |.  51            PUSH ECX

0041AE14  |.  68 64924500   PUSH supplica.00459264

0041AE19  |.  6A 01         PUSH 1

0041AE1B  |.  6A 28         PUSH 28

0041AE1D  |.  52            PUSH EDX

0041AE1E  |.  E8 6DE6FFFF   CALL supplica.00419490

0041AE23  |.  8D4424 1C     LEA EAX,DWORD PTR SS:[ESP+1C]

0041AE27  |.  8D4C24 20     LEA ECX,DWORD PTR SS:[ESP+20]

0041AE2B  |.  50            PUSH EAX

0041AE2C  |.  68 68924500   PUSH supplica.00459268

0041AE31  |.  6A 04         PUSH 4

0041AE33  |.  6A 29         PUSH 29

0041AE35  |.  51            PUSH ECX

0041AE36  |.  E8 55E6FFFF   CALL supplica.00419490

0041AE3B  |.  83C4 28       ADD ESP,28

0041AE3E  |>  B9 20000000   MOV ECX,20

0041AE43  |.  33C0          XOR EAX,EAX

0041AE45  |.  8D7C24 10     LEA EDI,DWORD PTR SS:[ESP+10]

0041AE49  |.  BE 7C954500   MOV ESI,supplica.0045957C          ;  ASCII "servicename"

0041AE4E  |.  F3:AB         REP STOS DWORD PTR ES:[EDI]

0041AE50  |.  BF 7C954500   MOV EDI,supplica.0045957C         ;  ASCII "servicename"

0041AE55  |.  83C9 FF       OR ECX,FFFFFFFF

0041AE58  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

0041AE5A  |.  F7D1          NOT ECX

0041AE5C  |.  49            DEC ECX

0041AE5D  |.  8D7C24 10     LEA EDI,DWORD PTR SS:[ESP+10]

0041AE61  |.  8BD1          MOV EDX,ECX

0041AE63  |.  8D4424 08     LEA EAX,DWORD PTR SS:[ESP+8]

0041AE67  |.  C1E9 02       SHR ECX,2

0041AE6A  |.  F3:A5         REP MOVS DWORD PTR ES:[EDI],DWORD PTR DS>

0041AE6C  |.  8BCA          MOV ECX,EDX

0041AE6E  |.  50            PUSH EAX

0041AE6F  |.  83E1 03       AND ECX,3

0041AE72  |.  33C0          XOR EAX,EAX

0041AE74  |.  F3:A4         REP MOVS BYTE PTR ES:[EDI],BYTE PTR DS:[>

0041AE76  |.  8D4C24 14     LEA ECX,DWORD PTR SS:[ESP+14]

0041AE7A  |.  8D7C24 14     LEA EDI,DWORD PTR SS:[ESP+14]

0041AE7E  |.  51            PUSH ECX

0041AE7F  |.  83C9 FF       OR ECX,FFFFFFFF

0041AE82  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

0041AE84  |.  F7D1          NOT ECX

0041AE86  |.  49            DEC ECX

0041AE87  |.  8D5424 14     LEA EDX,DWORD PTR SS:[ESP+14]

0041AE8B  |.  51            PUSH ECX

0041AE8C  |.  6A 0A         PUSH 0A

0041AE8E  |.  52            PUSH EDX

0041AE8F  |.  E8 FCE5FFFF   CALL supplica.00419490                   ;  填充认证方式字串

0041AE94  |.  8B4424 1C     MOV EAX,DWORD PTR SS:[ESP+1C]

0041AE98  |.  8D8C24 A40000>LEA ECX,DWORD PTR SS:[ESP+A4]

0041AE9F  |.  50            PUSH EAX

0041AEA0  |.  6A 0A         PUSH 0A

0041AEA2  |.  51            PUSH ECX

0041AEA3  |.  E8 E8CCFFFF   CALL supplica.00417B90                   ;  填充前18字节

0041AEA8  |.  8B5424 28     MOV EDX,DWORD PTR SS:[ESP+28]

0041AEAC  |.  8D8424 B00000>LEA EAX,DWORD PTR SS:[ESP+B0]

0041AEB3  |.  52            PUSH EDX

0041AEB4  |.  50            PUSH EAX

0041AEB5  |.  E8 86000000   CALL supplica.0041AF40                   ;  缓冲区加密

0041AEBA  |.  8B4C24 30     MOV ECX,DWORD PTR SS:[ESP+30]

0041AEBE  |.  68 090F0000   PUSH 0F09

0041AEC3  |.  68 FC954500   PUSH supplica.004595FC                   ;  目的ip地址

0041AEC8  |.  8D9424 C00000>LEA EDX,DWORD PTR SS:[ESP+C0]

0041AECF  |.  51            PUSH ECX

0041AED0  |.  52            PUSH EDX

0041AED1  |.  E8 1A000000   CALL supplica.0041AEF0                   ;  发送

0041AED6  |.  83C4 38       ADD ESP,38

0041AED9  |.  33C0          XOR EAX,EAX

0041AEDB  |.  5F            POP EDI

0041AEDC  |.  5E            POP ESI

0041AEDD  |.  81C4 B4010000 ADD ESP,1B4

0041AEE3  \.  C3            RETN
数据加密算法函数（加密算法二）
0041AF40  /$  55            PUSH EBP

0041AF41  |.  8B6C24 0C     MOV EBP,DWORD PTR SS:[ESP+C]

0041AF45  |.  85ED          TEST EBP,EBP

0041AF47  |.  57            PUSH EDI

0041AF48  |.  7F 08         JG SHORT supplica.0041AF52

0041AF4A  |.  5F            POP EDI

0041AF4B  |.  B8 01000000   MOV EAX,1

0041AF50  |.  5D            POP EBP

0041AF51  |.  C3            RETN

0041AF52  |>  8B7C24 0C     MOV EDI,DWORD PTR SS:[ESP+C]

0041AF56  |.  85FF          TEST EDI,EDI

0041AF58  |.  75 08         JNZ SHORT supplica.0041AF62

0041AF5A  |.  5F            POP EDI

0041AF5B  |.  B8 01000000   MOV EAX,1

0041AF60  |.  5D            POP EBP

0041AF61  |.  C3            RETN

0041AF62  |>  56            PUSH ESI

0041AF63  |.  33F6          XOR ESI,ESI

0041AF65  |.  85ED          TEST EBP,EBP

0041AF67  |.  7E 3E         JLE SHORT supplica.0041AFA7

0041AF69  |.  53            PUSH EBX

0041AF6A  |>  8A043E        /MOV AL,BYTE PTR DS:[ESI+EDI]

0041AF6D  |.  8AC8          |MOV CL,AL

0041AF6F  |.  8AD0          |MOV DL,AL

0041AF71  |.  D0E9          |SHR CL,1

0041AF73  |.  80E1 40       |AND CL,40

0041AF76  |.  80E2 10       |AND DL,10

0041AF79  |.  0ACA          |OR CL,DL

0041AF7B  |.  8AD0          |MOV DL,AL

0041AF7D  |.  C0E9 02       |SHR CL,2

0041AF80  |.  80E2 42       |AND DL,42

0041AF83  |.  8AD8          |MOV BL,AL

0041AF85  |.  0ACA          |OR CL,DL

0041AF87  |.  8AD0          |MOV DL,AL

0041AF89  |.  80E2 F9       |AND DL,0F9

0041AF8C  |.  80E3 20       |AND BL,20

0041AF8F  |.  C0E2 03       |SHL DL,3

0041AF92  |.  0AD3          |OR DL,BL

0041AF94  |.  24 04         |AND AL,4

0041AF96  |.  D0E9          |SHR CL,1

0041AF98  |.  D0E2          |SHL DL,1

0041AF9A  |.  0ACA          |OR CL,DL

0041AF9C  |.  0AC8          |OR CL,AL

0041AF9E  |.  880C3E        |MOV BYTE PTR DS:[ESI+EDI],CL

0041AFA1  |.  46            |INC ESI

0041AFA2  |.  3BF5          |CMP ESI,EBP

0041AFA4  |.^ 7C C4         \JL SHORT supplica.0041AF6A

0041AFA6  |.  5B            POP EBX

0041AFA7  |>  5E            POP ESI

0041AFA8  |.  5F            POP EDI

0041AFA9  |.  33C0          XOR EAX,EAX

0041AFAB  |.  5D            POP EBP

0041AFAC  \.  C3            RETN
心跳包发送主函数

00416D50  /$  81EC 7C070000 SUB ESP,77C

00416D56  |.  53            PUSH EBX

00416D57  |.  8B9C24 840700>MOV EBX,DWORD PTR SS:[ESP+784]

00416D5E  |.  33C0          XOR EAX,EAX

00416D60  |.  56            PUSH ESI

00416D61  |.  83FB 05       CMP EBX,5

00416D64  |.  57            PUSH EDI

00416D65  |.  894424 0C     MOV DWORD PTR SS:[ESP+C],EAX

00416D69  |.  0F85 8B000000 JNZ supplica.00416DFA

00416D6F  |.  B9 32000000   MOV ECX,32

00416D74  |.  8DBC24 E40000>LEA EDI,DWORD PTR SS:[ESP+E4]

00416D7B  |.  F3:AB         REP STOS DWORD PTR ES:[EDI]

00416D7D  |.  B9 32000000   MOV ECX,32

00416D82  |.  8D7C24 1C     LEA EDI,DWORD PTR SS:[ESP+1C]

00416D86  |.  F3:AB         REP STOS DWORD PTR ES:[EDI]

00416D88  |.  BF 2C4B4500   MOV EDI,supplica.00454B2C                ;  ASCII "get acl"

00416D8D  |.  83C9 FF       OR ECX,FFFFFFFF

00416D90  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416D92  |.  F7D1          NOT ECX

00416D94  |.  49            DEC ECX

00416D95  |.  894424 18     MOV DWORD PTR SS:[ESP+18],EAX

00416D99  |.  8BC1          MOV EAX,ECX

00416D9B  |.  BE 2C4B4500   MOV ESI,supplica.00454B2C                ;  ASCII "get acl"

00416DA0  |.  8D7C24 1C     LEA EDI,DWORD PTR SS:[ESP+1C]

00416DA4  |.  8D9424 E40000>LEA EDX,DWORD PTR SS:[ESP+E4]

00416DAB  |.  C1E9 02       SHR ECX,2

00416DAE  |.  F3:A5         REP MOVS DWORD PTR ES:[EDI],DWORD PTR DS>

00416DB0  |.  8BC8          MOV ECX,EAX

00416DB2  |.  33C0          XOR EAX,EAX

00416DB4  |.  83E1 03       AND ECX,3

00416DB7  |.  F3:A4         REP MOVS BYTE PTR ES:[EDI],BYTE PTR DS:[>

00416DB9  |.  8D4C24 18     LEA ECX,DWORD PTR SS:[ESP+18]

00416DBD  |.  8D7C24 1C     LEA EDI,DWORD PTR SS:[ESP+1C]

00416DC1  |.  51            PUSH ECX

00416DC2  |.  83C9 FF       OR ECX,FFFFFFFF

00416DC5  |.  F2:AE         REPNE SCAS BYTE PTR ES:[EDI]

00416DC7  |.  F7D1          NOT ECX

00416DC9  |.  68 C8000000   PUSH 0C8

00416DCE  |.  49            DEC ECX

00416DCF  |.  52            PUSH EDX

00416DD0  |.  8D4424 28     LEA EAX,DWORD PTR SS:[ESP+28]

00416DD4  |.  51            PUSH ECX

00416DD5  |.  50            PUSH EAX

00416DD6  |.  68 14224D80   PUSH 804D2214

00416DDB  |.  E8 A0A5FEFF   CALL supplica.00401380

00416DE0  |.  B9 06000000   MOV ECX,6

00416DE5  |.  8DB424 FC0000>LEA ESI,DWORD PTR SS:[ESP+FC]

00416DEC  |.  8BFC          MOV EDI,ESP

00416DEE  |.  F3:A5         REP MOVS DWORD PTR ES:[EDI],DWORD PTR DS>

00416DF0  |.  B9 B88D4500   MOV ECX,supplica.00458DB8                ;  ASCII "XQD"

00416DF5  |.  E8 56C1FFFF   CALL supplica.00412F50

00416DFA  |>  B9 77010000   MOV ECX,177

00416DFF  |.  33C0          XOR EAX,EAX

00416E01  |.  8DBC24 AC0100>LEA EDI,DWORD PTR SS:[ESP+1AC]

00416E08  |.  8D5424 0C     LEA EDX,DWORD PTR SS:[ESP+C]

00416E0C  |.  F3:AB         REP STOS DWORD PTR ES:[EDI]

00416E0E  |.  A1 786D4500   MOV EAX,DWORD PTR DS:[456D78]

00416E13  |.  8B7C24 0C     MOV EDI,DWORD PTR SS:[ESP+C]

00416E17  |.  8D8C24 BE0100>LEA ECX,DWORD PTR SS:[ESP+1BE]

00416E1E  |.  52            PUSH EDX

00416E1F  |.  894C24 14     MOV DWORD PTR SS:[ESP+14],ECX

00416E23  |.  68 7C6D4500   PUSH supplica.00456D7C    ;  ASCII "301451534326789210"

00416E28  |.  50            PUSH EAX

00416E29  |.  8D4C24 1C     LEA ECX,DWORD PTR SS:[ESP+1C]

00416E2D  |.  83C7 12       ADD EDI,12

00416E30  |.  6A 08         PUSH 8

00416E32  |.  51            PUSH ECX

00416E33  |.  897C24 20     MOV DWORD PTR SS:[ESP+20],EDI

00416E37  |.  E8 54260000   CALL supplica.00419490                   ;  填充字串

00416E3C  |.  8D5424 20     LEA EDX,DWORD PTR SS:[ESP+20]

00416E40  |.  8D4424 24     LEA EAX,DWORD PTR SS:[ESP+24]

00416E44  |.  52            PUSH EDX

00416E45  |.  68 92944500   PUSH supplica.00459492             ;  ASCII "59.68.8.236"

00416E4A  |.  6A 10         PUSH 10

00416E4C  |.  6A 09         PUSH 9

00416E4E  |.  50            PUSH EAX

00416E4F  |.  E8 3C260000   CALL supplica.00419490                   ;  填充ip

00416E54  |.  8D4C24 34     LEA ECX,DWORD PTR SS:[ESP+34]

00416E58  |.  8D5424 38     LEA EDX,DWORD PTR SS:[ESP+38]

00416E5C  |.  51            PUSH ECX

00416E5D  |.  68 8C944500   PUSH supplica.0045948C

00416E62  |.  6A 06         PUSH 6

00416E64  |.  6A 07         PUSH 7

00416E66  |.  52            PUSH EDX

00416E67  |.  E8 24260000   CALL supplica.00419490                  ;  填充mac地址

00416E6C  |.  A1 5C3E5200   MOV EAX,DWORD PTR DS:[523E5C]

00416E71  |.  83C4 3C       ADD ESP,3C

00416E74  |.  894424 14     MOV DWORD PTR SS:[ESP+14],EAX

00416E78  |.  50            PUSH EAX                        ; /HostLong => 1000000

00416E79  |.  E8 7C540000   CALL <JMP.&WS2_32.htonl>                 ; \htonl

00416E7E  |.  894424 14     MOV DWORD PTR SS:[ESP+14],EAX

00416E82  |.  8D4424 0C     LEA EAX,DWORD PTR SS:[ESP+C]

00416E86  |.  8D4C24 14     LEA ECX,DWORD PTR SS:[ESP+14]

00416E8A  |.  50            PUSH EAX

00416E8B  |.  51            PUSH ECX

00416E8C  |.  6A 04         PUSH 4

00416E8E  |.  8D5424 1C     LEA EDX,DWORD PTR SS:[ESP+1C]

00416E92  |.  6A 14         PUSH 14

00416E94  |.  52            PUSH EDX

00416E95  |.  E8 F6250000   CALL supplica.00419490

00416E9A  |.  A0 64924500   MOV AL,BYTE PTR DS:[459264]

00416E9F  |.  83C4 14       ADD ESP,14

00416EA2  |.  84C0          TEST AL,AL

00416EA4  |.  74 33         JE SHORT supplica.00416ED9

00416EA6  |.  8D4424 0C     LEA EAX,DWORD PTR SS:[ESP+C]

00416EAA  |.  8D4C24 10     LEA ECX,DWORD PTR SS:[ESP+10]

00416EAE  |.  50            PUSH EAX

00416EAF  |.  68 64924500   PUSH supplica.00459264

00416EB4  |.  6A 01         PUSH 1

00416EB6  |.  6A 28         PUSH 28

00416EB8  |.  51            PUSH ECX

00416EB9  |.  E8 D2250000   CALL supplica.00419490

00416EBE  |.  8D5424 20     LEA EDX,DWORD PTR SS:[ESP+20]

00416EC2  |.  8D4424 24     LEA EAX,DWORD PTR SS:[ESP+24]

00416EC6  |.  52            PUSH EDX

00416EC7  |.  68 68924500   PUSH supplica.00459268

00416ECC  |.  6A 04         PUSH 4

00416ECE  |.  6A 29         PUSH 29

00416ED0  |.  50            PUSH EAX

00416ED1  |.  E8 BA250000   CALL supplica.00419490

00416ED6  |.  83C4 28       ADD ESP,28

00416ED9  |>  8D4C24 0C     LEA ECX,DWORD PTR SS:[ESP+C]

00416EDD  |.  8D5424 10     LEA EDX,DWORD PTR SS:[ESP+10]

00416EE1  |.  51            PUSH ECX

00416EE2  |.  68 B8FB4500   PUSH supplica.0045FBB8

00416EE7  |.  6A 04         PUSH 4

00416EE9  |.  6A 2A         PUSH 2A

00416EEB  |.  52            PUSH EDX

00416EEC  |.  E8 9F250000   CALL supplica.00419490

00416EF1  |.  8D4424 20     LEA EAX,DWORD PTR SS:[ESP+20]

00416EF5  |.  8D4C24 24     LEA ECX,DWORD PTR SS:[ESP+24]

00416EF9  |.  50            PUSH EAX

00416EFA  |.  68 B4FB4500   PUSH supplica.0045FBB4

00416EFF  |.  6A 04         PUSH 4

00416F01  |.  6A 2B         PUSH 2B

00416F03  |.  51            PUSH ECX

00416F04  |.  E8 87250000   CALL supplica.00419490

00416F09  |.  8D5424 34     LEA EDX,DWORD PTR SS:[ESP+34]

00416F0D  |.  8D4424 38     LEA EAX,DWORD PTR SS:[ESP+38]

00416F11  |.  52            PUSH EDX

00416F12  |.  68 C0FB4500   PUSH supplica.0045FBC0

00416F17  |.  6A 04         PUSH 4

00416F19  |.  6A 2C         PUSH 2C

00416F1B  |.  50            PUSH EAX

00416F1C  |.  E8 6F250000   CALL supplica.00419490

00416F21  |.  8D4C24 48     LEA ECX,DWORD PTR SS:[ESP+48]

00416F25  |.  8D5424 4C     LEA EDX,DWORD PTR SS:[ESP+4C]

00416F29  |.  51            PUSH ECX

00416F2A  |.  68 BCFB4500   PUSH supplica.0045FBBC

00416F2F  |.  6A 04         PUSH 4

00416F31  |.  6A 2D         PUSH 2D

00416F33  |.  52            PUSH EDX

00416F34  |.  E8 57250000   CALL supplica.00419490

00416F39  |.  83C4 50       ADD ESP,50

00416F3C  |.  8D4424 0C     LEA EAX,DWORD PTR SS:[ESP+C]

00416F40  |.  8D4C24 10     LEA ECX,DWORD PTR SS:[ESP+10]

00416F44  |.  50            PUSH EAX

00416F45  |.  68 ACFB4500   PUSH supplica.0045FBAC

00416F4A  |.  6A 04         PUSH 4

00416F4C  |.  6A 2E         PUSH 2E

00416F4E  |.  51            PUSH ECX

00416F4F  |.  E8 3C250000   CALL supplica.00419490

00416F54  |.  8D5424 20     LEA EDX,DWORD PTR SS:[ESP+20]

00416F58  |.  8D4424 24     LEA EAX,DWORD PTR SS:[ESP+24]

00416F5C  |.  52            PUSH EDX

00416F5D  |.  68 B0FB4500   PUSH supplica.0045FBB0

00416F62  |.  6A 04         PUSH 4

00416F64  |.  6A 2F         PUSH 2F

00416F66  |.  50            PUSH EAX

00416F67  |.  E8 24250000   CALL supplica.00419490

00416F6C  |.  8B4C24 34     MOV ECX,DWORD PTR SS:[ESP+34]

00416F70  |.  8D9424 D40100>LEA EDX,DWORD PTR SS:[ESP+1D4]

00416F77  |.  51            PUSH ECX

00416F78  |.  53            PUSH EBX

00416F79  |.  52            PUSH EDX

00416F7A  |.  E8 110C0000   CALL supplica.00417B90

00416F7F  |.  8B4424 40     MOV EAX,DWORD PTR SS:[ESP+40]

00416F83  |.  8D8C24 E00100>LEA ECX,DWORD PTR SS:[ESP+1E0]

00416F8A  |.  50            PUSH EAX

00416F8B  |.  51            PUSH ECX

00416F8C  |.  E8 1F0B0000   CALL supplica.00417AB0                   ;  加密算法1

00416F91  |.  8B5424 48     MOV EDX,DWORD PTR SS:[ESP+48]

00416F95  |.  8B0D 5C405200 MOV ECX,DWORD PTR DS:[52405C]

00416F9B  |.  68 080F0000   PUSH 0F08

00416FA0  |.  68 FC954500   PUSH supplica.004595FC                   ;  目的ip地址

00416FA5  |.  8D8424 F00100>LEA EAX,DWORD PTR SS:[ESP+1F0]

00416FAC  |.  52            PUSH EDX

00416FAD  |.  50            PUSH EAX

00416FAE  |.  51            PUSH ECX

00416FAF  |.  E8 2C250000   CALL supplica.004194E0                   ;  发送

00416FB4  |.  83C4 50       ADD ESP,50

00416FB7  |.  5F            POP EDI

00416FB8  |.  5E            POP ESI

00416FB9  |.  5B            POP EBX

00416FBA  |.  81C4 7C070000 ADD ESP,77C

00416FC0  \.  C3            RETN
数据加密算法
心跳包加密算法函数同上面（加密算法一）。
网络封包规则
登陆认证封包（2个包）
/*远程IP: 192.168.4.2 本地端口：3848 远程端口:3848  第二种包*/

00F7F214  01 4A 28 AD 4C D7 41 72 B7 56 FA E3 CC B2 89 3B  
J(璍譇r稸滩?

00F7F224  05 E5 07 08 00 22 15 27 7B 39 01 06 74 65 73 74  
?
."
'{9

test

00F7F234  02 06 74 65 73 74 09 0D 35 39 2E 36 38 2E 38 2E  

test..59.68.8.

00F7F244  32 33 36 0A 0D 73 65 72 76 69 63 65 6E 61 6D 65  236..servicename

00F7F254  0E 03 00 1F 07 33 2E 36 2E 37                 
.​
3.6.7
/*远程IP: 192.168.4.2 本地端口：任意 远程端口:3849 第三种包*/

014AFDD8  0A 3A 41 EE B0 7E C1 14 25 4B F0 10 73 66 E0 2F  .:A畎~?%K?sf?

014AFDE8  2F C0 01 06 74 65 73 74 07 08 00 22 15 27 7B 39  /?
test

014AFDF8  09 0D 35 39 2E 36 38 2E 38 2E 32 33 36 0A 0D 73  ..59.68.8.236..s

014AFE08  65 72 76 69 63 65 6E 61 6D 65                  ervicename
登录认证封包说明

第一个字节01是包的类型，第二个字节是包的大小，第3~18字节是MD5字串，

接下来的07是网卡的标识id，接下来的08是网卡段的长度，后面的信息相似。
依次为用户名、密码、ip、认证类型、客户端版本。
心跳封包（每隔30秒发送一个心跳包）

/*远程IP: 192.168.4.2 本地端口：3848 远程端口:3848 第四种包*/

0124E3E8  03 68 8B B5 B1 AD 97 24 0D E2 EE 55 32 94 7E EA  
h嫷杯?.忸U2攡?
0124E3F8  A7 E6 08 12 32 30 36 33 37 31 39 34 32 39 32 37  ф

206371942927

0124E408  35 35 36 31 09 12 35 39 2E 36 38 2E 38 2E 32 33  5561.
59.68.8.23

0124E418  36 00 00 00 00 00 07 08 00 22 15 27 7B 39 14 06  6.....

0124E428  01 00 00 03 2A 06 00 00 00 00 2B 06 00 00 00 00  
..
*
....+
....

0124E438  2C 06 00 00 00 00 2D 06 00 00 00 00 2E 06 00 00  ,
....-
.....
..

0124E448  00 00 2F 06 00 00 00 00                      ../
....
心跳包封包说明

第一个字节03是包的类型，第二个字节是包的大小，第3~18字节是MD5字串，

接下来依次为程序每次启动时一个变动字符串、ip地址、网卡地址、网络字节序、其它占位的空段。（说明：网络字节序是唯一一个变动的值，从1000000开始，每发包一次自增3，因为缓冲区有变动，MD5值当然也会跟着改变，因此共有2个变动的地方）
附录
详细见视频教程，
视频下载地址：

http://115.com/file/clj1px2r#
安腾客户端逆向分析视频[EXE][1024x768][qinrihong.com].rar
http://115.com/file/bhyk2w1m#
安腾客户端逆向分析视频[WMV][1024x768][qinrihong.com].rar

欢迎访问我的个人网站：http://www.qinrihong.com/
