 




NDIS驱动框架探究

By AntBean

Fearless，Passion， Endure

在我看来NDIS驱动有几个难点：1.框架难，NDIS驱动的整体框架跟接触的文件过滤驱动很不一样，你需要考虑的比较多，整个框架的堆叠不再是向文件过滤驱动那样，使用AttachDevice堆叠设备，然后IoCallDriver传递请求；2.硬件操作的敏感性，网卡设备的热插拔，电源状态的变化都会影响到驱动程序；3.系统资源使用的敏感性，NDIS驱动本身是要收包 发包，网络包的数据量是非常大的，如果在分配网络封包时没有及时释放，很有可能导致系统资源不足。本篇文章主要对NDIS驱动框架进行探究。

在介绍内容之前，先说明一些概念。

面向连接的网络和无连接的网络  与 面向连接的协议和无连接的协议

  面向连接的网络是指通过电路交换进行的局域网。一台机器如果需要给另外一台机器发送信息，就需要先像打电话一样呼叫另外一台机器，另外一台机器可以接受或者拒绝。一旦接受，就会使用一个专用的线路维持该连接。该连接的容量是固定的，而且只归该连接所有。

这种局域网最典型的例子是ATM网络。

  无连接的网络是指通过分组交换传输信息的局域网。一台机器如果给另外一台机器发送信息，需要传输的数据组织成一个分组，发送出去。所有正在通信的计算机共用一个连接。典型的例子是以太网和FDDI。

(参见《用TCP/IP进行网际互联 第四版》第一卷 第二章 底层网络技术回顾)

  以上的面向连接和无连接针对的是物理上的网络硬件，属于OSI七层模型中的物理层；而面向连接的协议和无连接的协议则是针对协议的，与硬件是无关的，属于协议层。常见的面向连接的协议有TCP协议，无连接的协议有UDP协议。

2. 电源状态 D0 D1 D2 D3

  ACPI规定，设备处于四种状态之一，D0到D3。D0是完全打开，D3是完全关闭。D1和D2由驱动程序自己定义。

（参见《深入解析windows操作系统 第四版》 第九章 第五小节 电源管理器）

序列化NDIS驱动和非序列化NDIS驱动

  对NDIS驱动的请求不再是IRP的形式，而是Packet的形式。其他驱动例如TDI驱动通过NDIS库函数如NdisSend向NDIS驱动发送请求，事实上NDIS库会对Packet进行排队，保证对NDIS驱动的调用是串行的，一个Packet处理完才会发送另一个Packet给NDIS驱动。

这样的NDIS驱动就叫做序列化的NDIS驱动。

 而一个非序列化的NDIS驱动则是指，NDIS库不负责对Packet进行排队和串行化，需要NDIS驱动自己处理同时多个Packet请求的情形。排队和管理多个并发请求的任务落到了NDIS驱动程序的头上。

   （参见《深入解析windows操作系统 第四版》 第十三章 第六小节 NDIS驱动程序）

NDIS驱动本身分为两种，Protocol Driver和Miniport Driver。至于NDIS中间层驱动，则是由前两种演化而来。Miniport Driver用来驱动网卡，Protocol Driver是协议驱动，负责将要发送的数据组装成符合特定Protocol的网络封包然后调用Miniport Driver提供的发送功能完成发送。也就是说，Protocol Driver和Miniport Driver具有实质意义上的堆叠关系。Protocol Driver负责网络数据的封包，以及封包的解析获得；而Miniport Driver负责提供物理硬件上的驱动，保证数据包能够正常收发，并通知上层的Protocol Driver。

Miniport Driver和Protocol Driver并不是通过普通意义上的IoAttachDevice进行叠加的。而是通过NDIS库进行粘合的。NDIS库要求Miniport Driver和Protocol Driver各自提供符合NDIS要求的接口，供NDIS库在运行时调用。这个过程类似于C++中的虚函数。NDIS库要求这Protocol Driver和Miniport Driver各自实现自己那个类的虚函数，而NDIS库自己则是直接调用这些虚函数去完成操作。

下面照样是用具体的代码说事儿。我将使用ReactOS上面的代码来分析NDIS驱动和NDIS库之间的关系。当然，主要参考了毛德操老师的《windows内核情景分析》和ReactOS 0.3.1的代码。下面如无特殊说明，windows内核均指ReactOS的代码，代码均摘自ReactOS 0.3.1。

必须先声明的是，我不会试图去分析NDIS驱动框架的各个方面。我将只针对NDIS驱动的初始化和NDIS驱动接收包 发送包的流程来说明NDIS库和NDIS驱动的关系。

NDIS驱动初始化过程探究
miniport driver初始化过程

   以下代码来自ReactOS提供的NE2000网卡驱动模块。这是一个典型的实际的miniport驱动。为何没有使用先前分析的NDISWDM那个miniport驱动进行框架分析，是因为那是一个虚拟网卡的驱动。这里采用实际的物理NIC驱动进行分析。

(ReactOS -0.3.1\\Drivers\\Network\\DD\\Ne2000\\Main.c  DriverEntry函数）

[image: image1.jpg]NdisZeroMemory(&Miniport, sizeof(Miniport));

Miniport MajorNdisyersion DRIVER_DIS_MAJOR_VERSION;
Minipart Minariidisversion DRIVER NDIS MINOR_VERSION;
Miniport CheckForHangHandler NULL /7 MinfportChackrortiang;
Minipart DisableInterruptandler = MiniportisableInterrupt;
Minjport EnablelnterruptHandiler = MiniportEnableInterrupt;
Miniport HaltHandler = MiniportHalt;

Minjpaort HandleInterruptHandier = MiniportiandleInterrupt;
Minipart InitializeHandler Miniportinitialize;

Miniport ISRHandler MinipOFtISR;

Minipart QuerylnformationHandier = MiniportQueryInformation;
Minport ReconfigureHandler MiniportReconfigure;

Miniport ResetHandler MiniportReset;

Minport SendHandler Miniportsend;

Minjpart SetinformationHandler = MiniportSetInformation;
Miniport TransferDataHandier = MiniportTransferData;

NdisMInitializeWrapper(andiswrapperHandle,
DriverObject,
RegistryPath,
NULL);

Drivertafo NdisWrappertiandle = NdiswrapperHandle;
DriverInfo NdisWacHandle = NULL;
InitializeListHead(sDrivertafo.AdapterListHead);

Status = NdisMRegisterMiniport(iidisWrapperandle,
Minipart,
sizeof(NDIS_MINIPORT_CHARACTERISTICS));




这是我们常见的minport驱动的开头。把CHARACTERSISTICS中的各个函数指针赋值，然后Register一下。从ddk中我们很容易就知道MiniportInitialize作为初始化函数会被调用，但事实上，你知道，即使到DriverEntry的末尾，也没有调用CHARATERISTICS中的任意一个函数。那问题就是，Miniport的初始化函数到底是何时在哪儿被调用的？

好了，面对这个暂时无解的问题，我们唯一的解决方案就是弄清楚NDIS库到底在背后做了些啥我们不知道的事情。第一反应阅读NDIS库的NdisMRegisterMiniport函数。

刚才我们看到的是一个别人写的miniport驱动的代码，下面我们就会切换到windows内核当中，查看它里面的NDIS库到底做了啥。

Drivers\\network\\ndis\\ndis\\Miniport.c   函数NdisMRegisterMiniport

[image: image2.jpg]NDIS_STATUS
BEoRT
NdisMRegisterMiniportc

IN NDIS_HANDLE NdisWrappertiandie,

IN PRDIS,MINFORT_CHARACTERISTICS MiniportCharacteristics,
Rt CharacteristicsLenath)

* FUNCTION: Registers a miniport's Minipartcx eniry points it the NDIS library
* ARGUMERTS.

+ " idimrappertandie

* Minporicharacteristios
* CharscteristiosLanath
*RETURNS

« " Status of operstion
e

UINT MinSize;
PNDIS_M_DRIVER_BLOCK Miniport = [EEEISIINMETITIEY N dis WrapperHandle);
PDIS_M_DRIVER_BLOCK *MiniportPer;

NTSTATUS Status]

Pointer to handle returned by NdisMInitislizeWrapper
cinter to 3 buffer with miniport characteristics
Number of bytes in characteristics buffer

NDIS_DbgPrint(MAX_TRACE, ('

alled An™));




[image: image3.jpg]/*TODO: verify NDISS and NDIS5.1 */

RHICopyMemory(&Minipart- >MiniportCharacteristics, MiniportCharacteristics, MinSize);

* NOTE: This is VERY unoptimall Should we store the NDIS_M_DRIVER_BLOCK

* structure in the driver extension or what?

k2

Status = ToAllocateDriverObjectExtension(Hiniport- =DriverObject, (PVOID)TAG(D' T M /),
sizeof(PNDIS_M_DRIVER_BLOCK), (PVOID*)ainiportpr);

(188 SR i

NDIS_DbgPrint(DEBUG_MINIPORT, (*Can't allocate driver abject extension in'));
return NDIS_STATUS_RESOURCES]

*Miniportptr = Minipart;

Minipart- >Driverobject- >MajorFunctian[IRP_M1_PNF]
Minipart- >Driverobject. ~DriverExtensian- >AddDevics

NdisIDispatchPnp;
NdisIAddDevice;

return NDIS_STATUS_ SUCCESS;




可以看到，这里先是从传入的NdisWrapperHandle中获得PNDIS_M_DRIVER_BLOCK 然后给该BLOCK的CHARACTERISTICS赋值。这些都比较简单。最重要的是，设置了该BLOCK中的DriverObject的MajorFunction的IRP_MJ_PNP和AddDevice函数。

现在我们来看看，这个唯一支持的IRP_MJ_PNP干啥了。

[image: image4.jpg]NTSTATUS
iTAPI

NdisIDispatchPnp

IN PDEVICE_OBJECT DeviceObiect,
PIRP Irp)

PIO_STACK_LOCATION Stack
PLOGICAL_ADAPTER Adapter
NTSTATUS Status;

IoGetCurrentirpstackLocation(Irp);
(PLOGICAL_ADAPTER)DeviceObject- =DevicsE

switch (Stack- >MinorFunction)

case IRP_MN_START_DEVICE
Status = NdisIForwardIrpAndWait(Adapter, Irp);
if (NT_SUCCESS(Ststus) & NT_SUCCESS(Irp- >[oStatus Status))

<
status = INEENERDIIHEY Device Object, Irp);

b
Irp- >IoStatus Status = Status;
ToCompleteRequest(Irp, [0_NO_INCREMENT);
break;

case IRP_MN_STOP_DEVICE
Status < NdisIForwardIrpAndWwait(Adapter, Irp);
if (NT_SUCCESS(Ststus) && NT_SUCCESS(Irp- >[oStatus Status))

Status = NdisIPnPStopDevice(DeviceObject, Irp);
1
Irp- >IoStatus Status = Status;

ToCompleteRequest(Irp, [0_NO_INCREMENT);
break;




   在该函数中，调用了十分可疑的NdisIPnpStartDevice。

继续跟踪该函数。

[image: image5.jpg]* Call Miniportinitialize.
R

NDIS_DbgPrint(MID_TRACE, ("calling Miniportinitialize\n"));

NaisSfatus = (*Adaptar- >NdisMiniportelock Driverandle- >MiniportCharacteristics.InitializeHandler)(
BOpenErrorStatus, aSelectediediumindes, sMediadrray[o],
MEDIA_ARRAY_SIZE, Adapter, (NDIS_HANDLE)&WrapperContext);

2ZwClose(WrapperContext RegistryHandls);

I (NdisStatus | = NDIS_STATUS_SUCCESS ||
SelectedilediumIndex >= MEDIA_ARRAY_SIZE)

NDIS_DbaPrint(HIN_TRACE, ("Miniportinitialize() failed for an adapter in"));
ExlInterlockedRemoveEntryList( &Adapter- >Listentry, EAdapterlistiock );
return (NTSTATUS)NdisStatus;

7* Set handlers (same NDIS macras require these) */

Adapter- >NdisMiniportBlack EthRxCompleteHandler = EthFilterDprIndicateReceiveComplete;
Adapter- >NdisMiniportBlack EthRxIndicateHandler = EthFilterDprindicateReceive;

Adapter- >NdisMiniportBlock SendCompleteHandler = MinisendComplete;

Adapter- >NdisMiniportBlack SendResaurcesHandler = MiniSendResourcesAvailable;

Adapter- >NdisMiniportBlock ResetCompleteHandler = MiniResetComplete;

Adapter- >NdisMiniportBlock TDCompleteHandler = MiniTransferDataComplete;

Adapter- >NdisMiniportBlock PacketIndicateHandler= MiniIndicateReceivePacket;

Adapter- >NdisMiniportBlock StatusHandler MiniStatus;

Adapter- >NdisMiniportBlock StatusCompleteHandler= MiniStatusComplete;

Adapter- >NdisMiniportBlock MediaType

Mediadrray[Selectediediumindex];




我相信你已经看到了那个指针的调用。这里情况就很明白了，操作系统调用完DriverEntry后，发送了一个IRP_MJ_PNP的请求，启动miniport设备并调用了miniport的InitializeHandler。
NDIS库所做的就是在注册时默默的为miniport驱动提供了一个IRP_MJ_PNP的操作函数，并默默地调用注册的Characteristics的InitializeHandler。

2、protocol driver初始化过程

这里使用ReactOS中提供的协议驱动局域网lan的代码。

drivers\\network\\lan\\lan\\Lan.c

DriverEntry中调用了LANRegisterProtocol，下面直接看LANRegisterProtocol

[image: image6.jpg]NDIS_STATUS NdisStatus;
NDISZPROTOCOL_CHARACTERISTICS ProtChars;

TI_DbgPrint(DEBUG_DATALINK, ("Called An"));

InitializeListHead(8Adaptertisttiead);
KelnitializeSpinLock(sAdaptertisttock);

7+ Set up protocol characteristics */
RtiZeroMemory(&PratChars, sizeaf(NDIS_PROTOCOL_CHARACTERISTICS));
ProtChars MajoriidisVersion NDIS_VERSION_MAJOR;

PratChars Minarfidisversion NDIS_VERSION_MINOR;
PratChars.Name.Length

PratChars Name Buffer
PratChars Name MaximumLength
ProtChars.OpenAdapterCompleteHandler = ProtocolOpenAdapterComplete;
ProtChars CloseAdapterCompleteHandler = ProtocolCloseAdapterComplete;
PratChars ResetCompleteHandier ProtocolResetComplete;

ProtChars RequestCompleteHandler ProtocolRequestComplete;
PratChars.SendCampleteHandler ProtocolSendComplete;

Name- >Buffer;
Name- >MaximumLength;

ProtChars TransferDataCompleteHandler = ProtocolTransferDataComplete;
PratChars ReceiveHandler ProtocolReceive;

PratChars ReceiveCompleteHandler ProtocaiReceiveComplete;
PratChars StatusHandier = Protocolstatus;
PratChars.StatusCompleteHandler ProtocolstatusComplete;

ProtChars BindAdapterHandier =

rotocolBindAdapter;

/% Try to register protocol */
NdisRegisterProtocol (&NdisStatus,
&NdisProtocoltandle,
&ProtChars,
sizeof(NDIS_PROTOCOL_CHARACTERISTICS));
NDIS_STATUS_SUCCESS)

if (NdisStatus
i

TI_DbgPrint(DEBUG_DATALINK, ('NdisRegisterPratacal failed, status 0x%xin’,
refurn (NTSTATUS)NdisStatus;

 NdisStatus));




同样，也是准备一个Charateristics，然后注册，也是没有看到其中哪个函数的调用。这回你应该清楚了，我们需要看看NDIS库的NdisRegisterProtocol到底干啥了。

drivers\\network\\ndis\\ndis\\Protocol.c  函数NdisRegisterProtocol

该函数中有个For循环，针对从注册表读到的值调用该循环，你仔细看看该循环就会懂得。

[image: image7.jpg]for (DataPtr = (WCHAR *)KeyInformation- >Dats;
*Datatr 1= 0;

DataPtr += weslen(DataPtr) + 1)

/* BindContext is for tracking pending binding operations */
401D *BindContext

NDIS_STRING DeviceName;
NDIS_STRING RegistryPath;
WCHAR *RegistryPathSt
ULONG PathLength = 0;

NULL;

RHlInitUnicodeString(8DsviceName, DataPir); /* we know this is 0-term */

-

* RegistryPath should be:

" Registry\Machine\System\CurrentControlSet\Services\Nict \Parameters\Topip

* This is constructed as fallows:

* " SERVICES_KEY + extracted device name + Protacol name from characteristies
"

PathLenath = sizeof(SERVICES_KEY) + /% \Registry\Machine\System\CurrentContr
weslen DatsPir + 3 ) * sizeof(WCHAR) +/* Adapterd (extracted from \Devicenadapter) /s
sizeof(PARAMETERS_KEY) + 7% \Parameters\, *




[image: image8.jpg]NDIS_DbgPrint(HIN_TRACE, ("insufficient resources An'));
ExFréePool(Keylnformation];

ExFreePool(Protocal);

*status = NDIS_STATLS_RESOURCES;

return;

i

wescpy(RegistryPathStr, SERVICES_KEY);

wescat(RegistryPathStr, DatsPtr +5 );

wescat(RegistryPathStr, PARAMETERS_KEY);

wesncat{RegistryPathsir, ProtocolCharacteristics- >Name Buffer, ProtocolCharacteristics- >Hame.Lengt

RegistryPathStr[PathLengthy sizeof(WCHAR) - 1]

o
RelInitUnicodeString(&RegistryPath, RegistryPathStr);

NDIS_DbgPrint{HAX_TRACE, (*Calling protocal's BindAdapter handler with Devicelame %wZ and RegistryPal
DeviceName, aRegistryPath));

/% %% SD must do something with bind context */
*NdisProtocalHandle = Protocal;

EIND_HANDLER BindHandler = ProtocolCharacteristics- >BindadapterHandler;
i(BindHandler)

EindHandler(Status, BindContext, 8Deviceliame, ERegistryPath, 0);
else

NDIS_DbgPrint(MID_TRACE, (*No protocol bind handler specifiedin'));

{*(Protocol- »Chars BindAdapterHandler))(Status, BindContext, &DeviceName, BRegistryPath, 0);
7

if(*Status == NDIS_STATUS_SUCCESS)

/* Put protocol binding struct on alobal list */
ExInterlockedInsertTailList(ProtocolListitead, &Protacol- »ListEntry, BProtocoltistiock);





该循环中，有个地方你没看错，那就是BindHandler的调用。

在NdisRegisterProtocol中，针对已经存在的每个miniport，调用了注册的BindHandler。这就是NDIS库为我们做的。

现在，我想你应该已经明白，如果要看Miniport Driver的初始化过程，你应该先读了DriverEntry，然后去读InitializeHandler函数；而如果你要看Protocol Driver的初始化过程，你应该先读了DriverEntry，然后去读BindHandler函数。这才是完整的初始化过程。

NDIS驱动收包过程探究

收包的触发过程，想想也知道首先是网卡收到包后产生一个中断，然后触发上层读取该包。下面我们将联系刚才的那个miniport driver来看整个过程是怎样在miniport driver和protocol driver中流动的。

在以上miniport driver的初始化过程中一节看到的DriverEntry函数指定了该NIC的中断延迟处理函数为MiniportHandleInterrupt。下面读该函数。

[image: image9.jpg]while (Adapter- >InterruptStatus | = 0x00) {

NDIS_DbgPrint{MID_TRACE, ("Adapter- >InterruptStatus (0x%X) Mask (0x%3)An",
Adapter- >Interrupttatus, Mask));

7% Find next interrupt type */

while ({(Adapter- >InterruptStatus & Hasl)
Mask = (Mask << 1);

o) 88 (Mask < 15RMask))

switch (Adapter- >InterruptStatus & Mask) {
case ISR_OVW:

NDIS_DbPrint(MID_TRACE, ("Overflow interruptn'));

7+ Overflaw. Handled almast the same way as a receive interrupt */
hdapter- >BufferOverflow = TRUE;

NDIS_DbgPrint(HAX_TRACE,(*Adapter- >Miniportadaptertandie: %x\n’,
Adapter- >Miniportadapterandle));
if(adapter- >MinipartadapterHandle)
HandleRece v [ERESEH
else
NDIS_DbgPrint{HaX_TRACE,("No miniport adapter yetin"));

Adapter- >InterruptStatus &= ~ISR_OVW;
break;

case ISR_RXE:

NDIS_DbgPrint{HID_TRACE, ("Receive error interrupt:\n);
NICUpdateCounters{Adapter);

Adapter- >ReceiveErrar = TRUE;

case ISR_PRX!
NDIS_DbgPrint(MID_TRACE, (’

eceive interrupt.in"));

NDIS_DbgPrint(1AX_TRACE, (*Adapter- >MiniportadapterHandle: %n’,
Adapter- >HMiniportadapterHandle));
if(Adapter- >Miniportadaptertiandie)
“HandleReceive(Adapter);




该函数中根据中断的类型，调用了HandleReceive函数。HandleRecevie中调用了NICReadPacket，而NICReadPacket又调用了NICIndicatePacket，NICIndicatePacket中又调用了NdisMEthIndicateReceive。

到此为止，我们先分清一下虚实。这个NdisMEthIndicateReceive是由NDIS库提供的函数。表示一个以太网封包到了。

显然，我们写的以太网网卡的miniport driver的任务已经完成了。它在自己的中断延迟处理函数中读取了该Packet，并调用了NdisMEthIndicateReceive通知上层说收到网络封包了。

问题就变成了，当miniport driver调用了NdisMEthIndicateReceive进行通知时，NDIS库到底做了啥，让上层读取该封包的？

现在看NdisMEthIndicateReceive。

[image: image10.jpg]#define NENEMIEIEELCEIT MiniportAdapterHandle, '
MiniportReceiveContest, \
Headerbuffer, N
Headerbuffersize,  \
LookaheadBuffer,
Lookaheadbuffersize, '
BacketSize) |

(*((PNDIS_MINIPORT_BLOCK)(MiniportAdapterHandle))- >EthRxIndicateHandler)( \
((PNDIS_MINIPORT_BLOCK)(MiniportAdapterHandle))- >EthDB, %
{MiniportReceiveContext), \

(HeaderBuffer), \
(HeaderBuffer), N
(HeaderBuffersize),  \
(LookaheadBuffer),
(LookaheadBuffersize), \
(Packetsize)); \




这是一个宏，指向的是PNDIS_MINIPORT_BLOCK中的EthRxIndicateHandler指针。该函数指针到底指向哪个函数呢？前面其实我们已经在NdisIPNPStartDevice中见到过。好吧，你别晕，虽然我也有点晕。返回去看看，其实指向的是EthFilterDprIndicateReceive()。再看看该函数干嘛了。

[image: image11.png]EthFilterDprindicateReceive:
IN PETH_FILTER

IN NDIS_HANDLE MacRec
IN  PCHAR  Address,
I PVOID  HeaderBuffer,

econtext,

IN  UINT  HeaderbufferSize,
I PVOID Lookaheadsuffer,
I UNT  Lookaheadbuffersize,
I UINT  Packetsize)

-
* FUNCTION: Receive indication function for Ethernet devices
* ARGUMENTS:

Hiniportadapter = Miniport Adapter Handle (PLOGICAL_ADAPTER)

* MacReceiveCantext = MAC receive context handle
* pddress cinter o destination Ethernet address
*  HeaderBuffer ainter to Ethernet header buffer

*  HeaderBufferSize = Size of Ethernet header buffer

*  LaokaheadBuffer = Painter to lookahead buffer

*  LaokaheadBufferSize = Size of lookahead buffer

*  PacketSize Total size of received packet

~/

<

/# ot sure i this is a valid thing to do, but we do arrive here sarly
* in the boot pracess with Fiter NULL. We need o nvestigate whather
* this shouid be handled or nat allowed. %/
I Filter ) return;
MinindicateData( (PLOGICAL_ADAPTER)((PETHI_FILTER)Filter)- >Miniport,
MacReceiveContext,
HeaderbBuffer,
HeaderBuffersize,
LookaheadBuffer,
LookaheadBuffersize,
PacketSize);
S fptostidvittif




其实也就是调用MiniIndicateData。下面看MiniIndicateData。

[image: image12.png]vOID
MinilndicateData(

PLOGICAL ADAPTER _Adapter,

NDIS HANDLE  MacReceiveContest,
PVOID Headerbuffer,

UINT HeaderbufferSize,
PVOID Lookaheadbuffer,
UINT LookaheadBufferSize,

umT PacketSize)

i

* FUNCTION: Indicate received data to bound pratacols
* ARGUMENTS:

Adapter Pointer to logical adapter

*  MacReceiveCantext = MAC receive context handle
*  HeaderBuffer Pointer to header buffer

*  HeaderBufferSize = Size of header buffer

*  LookaheadBuffer cinter to lookahead buffer
*  LaokaheadBufferSize = Size of lookahead buffer
7, Pesketsice = Total size of received packet

¢
/* KIRQL Oldral; */
PLIST ENTRY CurrentEntry;
PADAPTER EINDING Adapterginding;
NDIS_DbgPHRHDEELG_MINIPORT,
Adapter, HeaderBuffer, HeaderBufferize, LookaheadBuffer, LookaheadBuffersize));

MiniDisplayPacket2(HeaderBuffer, HeaderBufferSize, LookaheadBuffer, LookaheadBuffersize);




[image: image13.png]NDIS_DbgPrint
(MID_TRACE,
(KR (%) %o %o Tox Tox ox %o %ok KXK',
*Adapterbinding- >PratocolBinding- >Chars ReceiveHandler,
AdapterBinding- >Ndisopenblock.ProtocolBindingContext,
MacReceiveCantext,
HeaderBuffer,
HeaderBufferSize,
LookaheadBuffer,
LookaheadBuffersize,
Packetsize));

/% call the receive handler */
(*adapterBinding: >ProtacolBinding- >Chars ReceiveHandler)(
Adapterbinding- >NdisopenBlock ProtocolBindingContext,

MacReceiveCantext,
HeaderBuffer,
HeaderBufferSize,
LookaheadBuffer,
LookaheadBuffersize,
PacketSize);

7% see above */
7* KehoauireSpinLock(&adapter- >NdisMinipartslack.Lock, &OldIral); */

CurrentEntry = CurrentEntry- >Flink;
37 end uhile Curvantentry! =2adspte. . 7





好吧，你看到了吧，调用了AdapterBinding的ProtocolBinding的ReceiveHandler了！！！！！

顺利会师！！！！！！

整个过程就是：

我们的miniport driver在延迟中断处理函数中调用了Ndis库的NdisMEthIndicateReceive

NDIS库的NdisMEthIndicateReceive调用每一个绑定到该miniport的protocol的                     ReceiveHandler
顺利会师！！！

NDIS驱动发包过程探究

NDIS驱动的发包过程显然是由上层触发的，上层调用某些发送函数最终由网卡发送出去。这里仍用lan的例子。在上面分析的Protocol Driver的初始化中看过了它的DriverEntry，里面其实还指定了lan的IRP处理，使用的是LanDispatch。

drivers\\network\\lan\\lan\\lan.c
[image: image14.jpg]NTSTATUS STDCALL
LanDispateh(roevice_opiecT Devicetbject, PIRF Irp)
{
PIO_STACK_LOCATION IrpSp = IoGetCurrentIrpStackLocation(Irp);
NTSTATUS Status = STATOS,SUCCESS;

LA_DbgPrint(MID_TRACE ("LanDispatch: %d\n", 1rpSp- >MajorFunction));
¥( TrpSp- >MajorFunction |'= [RP_MJ_CREATE) {
LA_DbgPrint{MID_TRACE,('FG %X, IrpSp- >FO %xin”,
FileObject, IrpSp- >FileObject));
ASSERT(FileObject == 1rpSp- >FileObject);

switch(IrpSp- >MsjorFunction)

/* opening and closing handles to the device */
case IRP_H]_CREATE:
7+ Masfly barrowed from the named pipe file system */
return LanCreateProtocol(DeviceObject, Irp, 1rpSp);

case IRP_MI_CLOSE:
7+ Ditta the borrowing */
return LanCloseProtocol(DeviceObject, Irp, IrpSp);

/% write data */
case IRP_M1 WRITE:

return IETNZRIIETE DeviceObject, Irp, 1rpSp );

/% read data ¥/
case IRP_H]_READ:
return LanReadData( DeviceObject, Irp, IrpSp );




看到IRP_MJ_WRITE时使用的是LanWriteData。

继续追踪可以看到LanWriteData--> LANTransmitInternal-->LANTransmit

下面直接看LANTransmit

[image: image15.png]TepipAcquirespinLock( sAdapter- >Lock, &OldIral );
TL DbgPrint(MID_TRACE, ("NdisSend\n’);
J(&disSTatus, Adapter- >NdisHandle, NdisPacket);
TI_DbgPrnt(MID_TRACE, ("NdisSend %s\n",
disStatus == NDIS_STATUS_PENDING ?
Pending” ; "Complete"));
TepipReleaseSpinLock( sadapter- >Lock, OldIral );

7+ 1 had a talk with vizzini; these really ought ta be here.
* we're supposed to see these completed by ndis *only* when
* status_pending is returned. Note that this is different from
* the situation with IRPs. %/
if (NdisStatus | = NDIS_STATUS_PENDING)

ProtocolSendComplete((NDIS_HANDLE)Context, NdisPacket, Ndisstatus);

7 end if Adspter- >State==LaN_5... 7 else {

ProtocolSendComplete((NDIS_HANDLE)Context, NdisPacket, NDIS_STATUS_CLOSED);





此处注意NdisSend为NDIS库提供的函数，问题就是NDIS库是怎样把该Packet交给下层的miniport发送出去的呢？

[image: image16.png]VOID
EXPORT
NdisSend(
OUT PNDIS_STATUS _Status,
IN NDIS_HANDLE  NdisBindingHandle,
N PNDIS_PACKET Packet)
-
* FUNCTION: Forwards a request to send a packet
* ARGUMENTS:
* " Status = Address of buffer for status information
*  NdisBindingHandle = Adapter binding handle
*  Packet sinter to NDIS packet descriptor
*

*Status = Prosend(NdisBindingHandle, Packet);





再看ProSend，下面就是ProSend的部分代码。

[image: image17.png]= Send handler.
if{Adapter- >NdisMinipartBlack DriverHandle- >MinipartCharacteristies. SendPacketsHandler)
if(Adapter- >NdisMiniportBlock Flags & NDIS_ATTRIBUTE_DESERIALIZE)
£

NDIS_DbgPrint(HAX_TRACE, (*Calling miniport's Sendpackets handler\n"));

(*adapter- >NdisMinipartBlock Driverandle- >MiniportCharacteristics. SendPacketsHandler)(
Adapter- >NdisiniportBlock MiniportadapterContext, &Packet, 1);

3

/* Sendpackets is called at DISPATCH_LEVEL for all serialized miniports */
KeRaiselrql(DISPATCH_LEVEL, &RaiszOldIral);
{

NDIS_DbgPrint(HAX_TRACE, (*Calling miniport's Sendpackets handler\n"));
(*adapter- >NdisMinipartBlock Driverandle- >MiniportCharacteristics. SendPacketsHandler)(
Adapter- >NdisiniportBlock MiniportadapterContext, &Packet, 1);

b
KeLowerlrql(RaisOldIral);

/* SendPackets handlers return void - they always "succeed” */
NdisStatus = NDIS_STATUS_SUCCESS;

17 and if Adspter SHdisMinigart... 7

else

% XX FIXHE THIS IS WRONG */
7+ b oh... forgot why i thought that... */
{daptai- dismpartolack Flass & NDIS_ATTRIELTE DESERIALIZE)

{xots_obaprint(uax_TrACE, (Caling miniports Send handleria

NaisSTatus = (*Adaptsr- >NdisMiniportBlock DriverHandle >MinipariCharacteristics. SendHandler)(
Adapter- >NdisMiniportBlock MiniportadapterContext, Packet, 0);

NDIS_DbgPrint(HAX_TRACE, (*back from miniport's send handler\n'));

7+ Send handlers slways run st DISPATCH_LEVEL 50 we raise here %/
KeRaiseIral(DISPATCH_LEVEL, &RaiseOldiral);

NDIS_DbgPrint(AX_TRACE, (*Calling miniport's Send handler\n"));
NaisSTatus = (*Adaptsr- >NdisMiniportBlock DriverHandle >MinipariCharacteristics. SendHandler)(
Adapter- >NdisMiniportBlock MiniportadapterContext, Packet, 0);
NDIS_DbgPrint({1AX_TRACE, (*back from miniport's send handlerin'));
H( NdizStatus | = NDIS_STATLUS_PENDING ) {
Adapter- >MiniportBUsy = FALSE;

))Keanerlrnl(Ra\seO\dlm\)y




唯一能慨叹的就是，所谓的NDIS框架，真相竟然如此简单。
LAN作为protocol driver 调用了Ndis库的NdisSend函数发送Packet

Ndis库为我们调用了绑定的miniport driver提供的SendPacketHandler或者SendHandler完成发送。
这就是真相啊。。。。

在我看来NDIS驱动还是比较复杂的。但看到真相后感觉又是很轻巧。不过在编写实际的NDIS驱动时还有很多需要注意的，尤其是我在一开始时提到的后面两点。前面提到的那几个概念也是在阅读DDK中容易碰到的困扰。以上是我这个月来的学习总结，欢迎各位朋友前来交流。我是看雪AntBean。

