Sql Assistant 5.0.96  注册算法分析
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软件可用注册类型
Standard,Enterprise,Professional,Site
IDA载入 data\SqlAssistPrefs.dll
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Line 9214 处双击 _TfmPrefs_btnRegOKClick 函数
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loc_82775BC: H S¥stem::
; Attributes: bp-based frame Gmp @system@@HandleFinally$qqry

|_TfmPrefs_btnRegokclick proc near

dword ptr -2ch
dword ptr -28h
dword ptr -24h

dword ptr -20h { :
dword ptr -1ch
dword ptr -18h

dword ptr -14h
dword ptr -10h

dword ptr -0ch J
dword ptr -8
dword ptr -4

ebp

<0 | S—
10000% (352-4) (313) 00176737 08277337: TfmPrefs_btnRegOKClick+3





在最终得到 成功注册流程是jnz loc_8277500下面沿绿色箭头方向
[image: image5.png]t loc_827733(]

EAN L

push ecx

push

push esi

mov ebx, eax
xor eax, eax
push

ebp
push offset loc_82775BC
push dword ptr fs:[eax]
mov fs:[eax], esp

lea edx, [ebp+var_4]

mov eax, *ﬂosh]

call @controls@rcontrol@GetText$qqrv ; Controls::TControl::GetText(void)
mov eax, [ebp+var_4]

call sub_8223834

eax, eax
Toc_8277500





Hex-Rays插件反编译为C语言代码
[image: image6.png]int __usercall TfmPrefs_btnRegokClick<eax>(int al<eax>, int a2<edi>, int a3<esi>)
{

int v3; // ebx@l

HWND v4; // eax@2
void *v5; // esi@3
HINTERNET v6; // eax@4
int v7; // ST24_4@4
int v8; //// ST1C_4@4
Lo -





…….
[image: image7.png]v3 = al;

v21 = (int (*)())&v32;
v20 = Toc_82775BC;
V19 = *MK_FP(_FS__, 0);

*MK_FP(__FS__, 0) = &19;
Controls__TControl__GetText(*(_DWORD *)(al + 1032), &v31);
}f ( sub_8223834(v31, v3, a2, a3) )

Controls__TControl__GetText(* (_DWORD *)(v3 + 1024), &v24);
System, linkproc___LStrAs (v3 + 1708, v24);
Controls__TControl__GetText (* (_DWORD )(v3 + 1028), &v23);
System, linkproc___LStrAs (v3 + 1712, v23);
controls__TControl__GetText (* (_DWORD *) (v3 + [1032), &v22);
System. linkproc___LstrAsg(v3 + 1704, v22);
sub_8223548(v3 + 1704);

sub_82770A0(v3, v3, a2, a3);

control s_TContro'I Setvi s1b'|e( (_pworD *)(v3 + 1020), 0);
sub_8223D34(v3, a2, a3);

Db__TDataSet__PSExecute (v3) H

else




Sub_8223834返回true即注册码有效，往注册表写入注册信息
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signed int v4; // ebx@l

char v5; // ale4

int v6; // ecx@7

int v7; // ecx@8

int v8; // edi@8

uns1gned __intl6 v9; // ax@8
int v10; // STO04_: 4@8

int v1l; // ST04_4@8
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System. Tinkproc___LStrcCopy(&v29);

if ( (unsigned int)sub_8223644(v29) ) // sub_8223644 EciE, IXIGIEAMRDL/E LA
[/ EEFEA.X RAEEAE .
{ // THEHIES, A5.0.96 FiExt /S P HE MR #AT (6] BHE

WV EREMESE
A

/] & RXNEMEDE2, 34554, S FIFASCITRGEME M
. . // @iJ%MAE’JlSJ&ﬂéJ?T‘
v8 (unsigned __intl16)sub_8223810(1, 6, v6, (int)&v30);
v9 = sub_8223810(8, 14, v10, (int)&v30);
Sysutils__IntToHex(v9 + v8, 4, &v28);
vll = v28:




Sub_8223834中关键代码 为调用sub_8223644 
Hex-rays对sub_8223644反编译,然后右键copy to assembly将C代码植入汇编视图
但分析主要还是直接看逆出的C代码，用ollydbg调试的时候，可以根据汇编视图中植入的代码中关键位置下断点
[image: image10.png]o 08223644 ; =
.text:08223644
.text:08223644
.text:08223644 sub_8223644 proc near ; CODE XREF: sub_8223834+64.p
.text:08223644
-text:08223644 var_18
.text:08223644 var_14
.text:08223644

SUBROUTINE =

dword ptr -18h
dword ptr -14h

.text:08223644 push ebx

.text:08223645 ; 17: vl = al;

.text:08223645 push esi

. text:08223646 push edi

.text:08223647 push ebp

.text:08223648 add esp, OFFFFFFF8h
.text:0822364B mov ebx, eax
.text:0822364D ; 18: LODWORD(Vv15) = 0;

.text:0822364D xor eax, eax
.text:0822364F mov [esp+18h+var_18], eax

.text:08223652 ; 19: if (a1 )





__int64 __fastcall sub_8223644(int a1) 中
将部分数值转为ASCII显示
[image: image11.png]it Cal )
al = *(_DWORD *)(al - 4);

if (al == 24 ) .
v2 = *(_BYTE *)(vl + 6) != "-";





下面SWITCH中
[image: image12.png]iwitch C *(BYTE *)(v1 + 15) )

case 'E':
LODWORD (v15)
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LODWORD (v15)
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[image: image13.png]if ( *(BYTE *)(vl + 16) == 'M' )

LODWORD(Vv15) = v15 | 0x100;




整理后
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LODWORD(V17) = 0;
if (a1l )

al = *(_DWORD *)(al - 4);
if (al 24 )

v2 = *(_BYTE *)(vl + 6) != "-";
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|| *(BYTE *)(vl + 15) == 'E
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|l *(BYTE *)(vl + 15) == 'S" )

{

1/ THV\J@)XLLEX M B2

{
v6 = (unsigned __int8 *)System. Tlinkproc___LStrToPChar(vl);
V5 = sub_81CE494(v6, 6, 0); // BEMELET6 AL
// BERFjFEsub_81CE494, {EF
. /] RIEEAEE
if ( v5)

f==
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if ( (unsigned __int8) (*(_BYTE *)(vl + 16)/; 76) < 2u )// FREEEM L {RFELl64basciiiB{E-76 2 & <2

Ef substring(str,start,length)

HIDWORD(v17) = sub_81CE494((unsigned __int8 *)(vl + 20) 2, 0); //ﬁﬂx IRRE+20 AN FRF, BHoREE

if ( sub_8223614(v5) == HIDWORD(V17) )// sub_8223614 % 9%&/]\
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// result+=base * str[i] indexof 123456789abc .... stuv
// base*=32

//

/7Y
v12 = sub_81cD930(*(_BYTE *)(vl + vlil - 1), SHIDWORD(v7), Vv8);
v7 = v9 * sub_81CE708((int)&str_123456789abcdef[1], vi2, 1);
v10 += Vv7;

v9 32;
--vll;

}
while ( vil !=7); |
if ( vio )

vl3 = sub_81CE494((unsigned __int8 *)(vl + 22), 2, 0);// BX {m# 22 APWZ=FFEE
if ( vl3 == sub_8223614(v10) ) ;; sub_8223614 T/ +4Bit

{




[image: image18.png]082237E6 align 4

:082237E8 _str. 123456789abcdef dd OFFFFFFFFh ; _top

:082237E8 H DATA XREF: sub_8223644+D3to
:082237E8 dd 31 ; Lel

:082237E8 db 123456789abcdefgh1k]1mnopqrstuv 0; Text
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else
vl5 = 16;
if ( vl4 == -2147483648 - v15 || vl4 == -1073741824 - v15 )
{ 147483648=FFFFFFFF80000000H R HIFEF ST B
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-1073741824=FFFFFFFFCO000000H
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case 'E':
LODWORD (v17)
break;
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