Trojan-Downloader.Win32.agent.wh分析
一、 病毒标签：
病毒名称：Trojan-Downloader.Win32.agent.
病毒类型：木马类
文件 MD5：10270FEC237B68DD386D95654E43D76F
公开范围： 完全公开

危害等级：3
文件长度：12,449 字节
感染系统： Windows98以上版本
开发工具：Microsoft Visual C++ 6.0
加壳类型：未知
命名对照：  
kaspersky: 

Backdoor.Win32.Agent.ckn(卡巴斯基最初报的是错的，不知道有没有改回来)
            

rising: 

Worm.Win32.Autorun.isu
            

duba: 


Win32.Hack.Agent.114688

二、 病毒描述：
该病毒为木马类。病毒运行后衍生病毒文件到%system32%下,病毒复制自身并重命名为3fd1e80c.exe，释放文件555e9a24.dll，复制自身到各驱动器根目录并命名为auto.exe，并创建自运行文件；释放文件后并自我删除，修改注册表服务项，以达到随机一起启动的目的；检测并禁用卡巴斯基、关闭360安全卫士和金山毒霸，将释放的文件555e9a24.dll钩挂到进程系统中大部分进程中运行链接网络下载更多病毒运行，并删除Windows错误报告服务。该病毒通过U盘和网络传播。
三、 行为分析：
本地行为:

1、文件运行后会释放以下文件(病毒衍生文件名是因机器而异的，所以你的机器上未必是这个结果)
%system32%\3fd1e80c.exe





12,449 字节
%system32%\5559a42.dll






40,960 字节
%DriveLetter%\auto.exe






12,449 字节
%DriveLetter%\autorun.inf





78字节
2、病毒运行时检测卡巴斯基杀毒软件的存在，并利用卡巴斯基的注册码机制的时间缺陷禁用卡巴斯基；查找360安全卫士的进程并杀除，同时删除360安全卫士的启动项；病毒创建单独线程不停监视标题为“金山独霸”的窗口的存在，并关闭之。
3、通过创建远程线程的方法将自己释放的动态链接库文件钩挂在它所能够钩挂的所有进程中运行。并将自身伪装成Microsoft Corporation的文件。
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4、删除和修改注册表的Windows错误报告服务项
删除
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\ERSvc\

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ERSvc\
修改
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\DoReport

新: DWORD: 0 (0)

旧: DWORD: 1 (0x1)

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\ShowUI

新: DWORD: 0 (0)

旧: DWORD: 1 (0x1)

5、修改注册表，注册自身可执行文件为系统服务，服务名称为AD09E3，以实现随机启动

增加
HKEY_CURRENT_USER\SYSTEM\CurrentControlSet\Services\AD09E3\
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Enum\Root\LEGACY_AD09E3\
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\AD09E3\
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY_AD09E3\
6、修改注册表, 禁用"显示所有文件和文件夹" 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\Folder\Hidden\SHOWALL\CheckedValue
新: DWORD: 0 (0)
旧: DWORD: 1 (0x1)
7、修改注册表，屏蔽开机时"使用最后一次正确的配置"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\ReportBootOk
值: DWORD: 1 (0x1)
网络行为
1、病毒从网络上下载并更新文件http://nx.51ylb.cn/soft/update.txt到本地并重命名。
[update] ver=2008010505 url=http://nx.51ylb.cn/soft/soft/e47e57844ef30ab4.exe updatetimer=180 [startpage] startpage=0 url=sssssssssssssssssss [desktop] desktop=0 count=1 title1=免费网络电话 url1=http://skype.tom.com/download/archive/01400974/SkypeClient.exe [file] file=1 file1=http://222.73.247.201/mh0618.exe filename1=ffsea1.exe ftime1=3 file2=http://222.73.247.201/my0616.exe filename2=ffsea2.exe ftime2=3 file3=http://222.73.247.201/qj0617.exe filename3=ffsea3.exe ftime3=3 file4=http://123.wwwwool.cn/tl0619.exe filename4=ffsea4.exe ftime4=3 file5=http://220.189.255.29/wow0617.exe filename5=ffsea5.exe ftime5=3 file6=http://222.73.254.67/dh3.exe filename6=ffsea6.exe ftime6=3 file7=http://220.189.255.29/qqsg.exe filename7=ffsea7.exe ftime7=3 file8=http://222.73.247.202/jh0619.exe filename8=ffsea8.exe ftime8=3 file9=http://222.73.254.67/zt0616.exe filename9=ffsea9.exe ftime9=3 file10=http://222.73.247.202/wl0618.exe filename10=ffsea10.exe ftime10=3 file11=http://220.189.255.29/cq0619.exe filename11=ffsea11.exe ftime11=3 file12=http://222.73.247.202/wd0618.exe filename12=ffsea12.exe ftime12=3 file13=http://222.73.254.67/huaxia.exe filename13=ffsea13.exe ftime13=3 file14=http://222.73.254.67/qqhx.exe filename14=ffsea14.exe ftime14=3 file15=http://220.189.255.29/dh0616.exe filename15=ffsea15.exe ftime15=3 file16=http://61.129.45.132/zy.exe filename16=ffsea16.exe ftime16=3 file17=http://61.129.45.132/jr.exe filename17=ffsea17.exe ftime17=3 file18=http://61.129.45.132/fh.exe filename18=ffsea18.exe ftime18=3 file19=http://123.wwwwool.cn/jt.exe filename19=ffsea19.exe ftime19=3 file20=http://123.wwwwool.cn/mh2.exe filename20=ffsea20.exe ftime20=3 file21=http://220.189.255.29/cs0619.exe filename21=ffsea21.exe ftime21=3 count=21 [count] count=0 mecount=0 url=http://nx.51ylb.cn/soft/count/count.asp
2、根据下载的文件来下载病毒并执行，更新病毒自身，修改用户的Internet Explorer的主页为sssssssssssssssssss，在桌面上创建一个下载地址为http://skype.tom.com/download/archive/01400974/SkypeClient.exe的Internet Explorer快捷方式。
注：%System32%是一个可变路径。病毒通过查询操作系统来决定当前System文件夹的位置。Windows2000/NT中默认的安装路径是C:\Winnt\System32，windows95/98/me中默认的安装路径是C:\Windows\System，windowsXP中默认的安装路径是C:\Windows\System32。
%Temp%  = C:\Documents and Settings\AAAAA\Local Settings\Temp 当前用户TEMP缓存变量
    %Windir%\   


WINDODWS所在目录
%DriveLetter%\


逻辑驱动器根目录
%ProgramFiles%\


系统程序默认安装目录
%HomeDrive% = C:\ 当前启动的系统的所在分区
%Documents and Settings%\
当前用户文档根目录
注：%System32%是一个可变路径。病毒通过查询操作系统来决定当前System文件夹的位置。Windows2000/NT中默认的安装路径是C:\Winnt\System32，windows95/98/me中默认的安装路径是C:\Windows\System，windowsXP中默认的安装路径是C:\Windows\System32。

%Temp%  = C:\Documents and Settings\AAAAA\Local Settings\Temp 当前用户TEMP缓存变量
    %Windir%\   


WINDODWS所在目录

%DriveLetter%\


逻辑驱动器根目录

%ProgramFiles%\


系统程序默认安装目录
%HomeDrive% = C:\ 当前启动的系统的所在分区

%Documents and Settings%\
当前用户文档根目录

四、 清除方案：


1、使用安天木马防线可彻底清除此病毒(推荐)。
2、手动查杀方法


第一步、断开网络。

第二步、在资源管理器中，点击工具->选项，打开文件夹选项，选中查看选项卡，取消使用简单文件共享选项，如图。
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打开文件夹%system32%，选中文件555E9A24.DLL，右击鼠标，选择属性，选中安全选项卡，进行如图更改。
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同样处理文件3FD1E80C.EXE。
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立刻重启计算机。

第三步、打开记事本，输入下面的文本并保存为RestoreRegistry.reg。


[image: image6]
双击创建的文件，将内容导入注册表。

第四步、再次打开文件夹选项，如图勾选以下选项后按下确定按钮。
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第五步、打开资源管理器。删除病毒衍生的以下文件。

%system32%\3fd1e80c.exe
%system32%\5559a42.dll

%DriveLetter%\auto.exe
%DriveLetter%\autorun.inf
到此，清除完毕。

Windows Registry Editor Version 5.00





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT]


"ReportBootOk"=-    





[-HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\AD09E3]





[-HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AD09E3]





[-HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Enum\Root\LEGACY_AD09E3]





[-HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY_AD09E3]





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\Folder\Hidden\SHOWALL]


"CheckedValue"=dword:00000001





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting]


"ShowUI"=dword:00000001





[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\ERSvc]


"DependOnService"=hex(7):52,00,70,00,63,00,53,00,73,00,00,00,00,00


"Description"="服务和应用程序在非标准环境下运行时允许错误报告。"


"DisplayName"="Error Reporting Service"


"ErrorControl"=dword:00000000


"ImagePath"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,00,\


  74,00,25,00,5c,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,73,\


  00,76,00,63,00,68,00,6f,00,73,00,74,00,2e,00,65,00,78,00,65,00,20,00,2d,00,\


  6b,00,20,00,6e,00,65,00,74,00,73,00,76,00,63,00,73,00,00,00


"ObjectName"="LocalSystem"


"Start"=dword:00000002


"Type"=dword:00000020





[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\ERSvc\Parameters]


"ServiceDll"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,\


  00,74,00,25,00,5c,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,\


  65,00,72,00,73,00,76,00,63,00,2e,00,64,00,6c,00,6c,00,00,00





[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\ERSvc\Security]


"Security"=hex:01,00,14,80,90,00,00,00,9c,00,00,00,14,00,00,00,30,00,00,00,02,\


  00,1c,00,01,00,00,00,02,80,14,00,ff,01,0f,00,01,01,00,00,00,00,00,01,00,00,\


  00,00,02,00,60,00,04,00,00,00,00,00,14,00,fd,01,02,00,01,01,00,00,00,00,00,\


  05,12,00,00,00,00,00,18,00,ff,01,0f,00,01,02,00,00,00,00,00,05,20,00,00,00,\


  20,02,00,00,00,00,14,00,8d,01,02,00,01,01,00,00,00,00,00,05,0b,00,00,00,00,\


  00,18,00,fd,01,02,00,01,02,00,00,00,00,00,05,20,00,00,00,23,02,00,00,01,01,\


  00,00,00,00,00,05,12,00,00,00,01,01,00,00,00,00,00,05,12,00,00,00





[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\ERSvc\Enum]


"0"="Root\\LEGACY_ERSVC\\0000"


"Count"=dword:00000001


"NextInstance"=dword:00000001





[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ERSvc]


"DependOnService"=hex(7):52,00,70,00,63,00,53,00,73,00,00,00,00,00


"Description"="服务和应用程序在非标准环境下运行时允许错误报告。"


"DisplayName"="Error Reporting Service"


"ErrorControl"=dword:00000000


"ImagePath"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,00,\


  74,00,25,00,5c,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,73,\


  00,76,00,63,00,68,00,6f,00,73,00,74,00,2e,00,65,00,78,00,65,00,20,00,2d,00,\


  6b,00,20,00,6e,00,65,00,74,00,73,00,76,00,63,00,73,00,00,00


"ObjectName"="LocalSystem"


"Start"=dword:00000002


"Type"=dword:00000020





[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ERSvc\Parameters]


"ServiceDll"=hex(2):25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,\


  00,74,00,25,00,5c,00,53,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,\


  65,00,72,00,73,00,76,00,63,00,2e,00,64,00,6c,00,6c,00,00,00





[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ERSvc\Security]


"Security"=hex:01,00,14,80,90,00,00,00,9c,00,00,00,14,00,00,00,30,00,00,00,02,\


  00,1c,00,01,00,00,00,02,80,14,00,ff,01,0f,00,01,01,00,00,00,00,00,01,00,00,\


  00,00,02,00,60,00,04,00,00,00,00,00,14,00,fd,01,02,00,01,01,00,00,00,00,00,\


  05,12,00,00,00,00,00,18,00,ff,01,0f,00,01,02,00,00,00,00,00,05,20,00,00,00,\


  20,02,00,00,00,00,14,00,8d,01,02,00,01,01,00,00,00,00,00,05,0b,00,00,00,00,\


  00,18,00,fd,01,02,00,01,02,00,00,00,00,00,05,20,00,00,00,23,02,00,00,01,01,\


  00,00,00,00,00,05,12,00,00,00,01,01,00,00,00,00,00,05,12,00,00,00





[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ERSvc\Enum]


"0"="Root\\LEGACY_ERSVC\\0000"


"Count"=dword:00000001


"NextInstance"=dword:00000001





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting]


"AllOrNone"=dword:00000001


"IncludeMicrosoftApps"=dword:00000001


"IncludeWindowsApps"=dword:00000001


"IncludeKernelFaults"=dword:00000001


"DoReport"=dword:00000000


"ShowUI"=dword:00000001





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\DW]





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\DW\Installed]





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\ExclusionList]





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\InclusionList]





[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\KernelFaults]











