#include <iostream>

#include <cstring>

#include <cmath>

using namespace std;

// 初始置换IP

const static int IP_Table[64] = {

58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28, 20, 12, 4,

62, 54, 46, 38, 30, 22, 14, 6, 64, 56, 48, 40, 32, 24, 16, 8,

57, 49, 41, 33, 25, 17, 9, 1, 59, 51, 43, 35, 27, 19, 11, 3,

61, 53, 45, 37, 29, 21, 13, 5, 63, 55, 47, 39, 31, 23, 15, 7

};

// 逆初始置换IP^-1 

const static int IPR_Table[64] = {

40, 8, 48, 16, 56, 24, 64, 32, 39, 7, 47, 15, 55, 23, 63, 31,

38, 6, 46, 14, 54, 22, 62, 30, 37, 5, 45, 13, 53, 21, 61, 29,

36, 4, 44, 12, 52, 20, 60, 28, 35, 3, 43, 11, 51, 19, 59, 27,

34, 2, 42, 10, 50, 18, 58, 26, 33, 1, 41, 9, 49, 17, 57, 25

};

// 位选择函数E

static const int E_Table[48] = {

32, 1, 2, 3, 4, 5, 4, 5, 6, 7, 8, 9,

8, 9, 10, 11, 12, 13, 12, 13, 14, 15, 16, 17,

16, 17, 18, 19, 20, 21, 20, 21, 22, 23, 24, 25,

24, 25, 26, 27, 28, 29, 28, 29, 30, 31, 32, 1

};

// 置换位置P

const static int P_Table[32] = {

16, 7, 20, 21, 29, 12, 28, 17, 1, 15, 23, 26, 5, 18, 31, 10,

2, 8, 24, 14, 32, 27, 3, 9, 19, 13, 30, 6, 22, 11, 4, 25

};

// 选择置换PC-1(key) 

const static int PC1_Table[56] = {

57, 49, 41, 33, 25, 17, 9, 1, 58, 50, 42, 34, 26, 18,

10, 2, 59, 51, 43, 35, 27, 19, 11, 3, 60, 52, 44, 36,

63, 55, 47, 39, 31, 23, 15, 7, 62, 54, 46, 38, 30, 22,

14, 6, 61, 53, 45, 37, 29, 21, 13, 5, 28, 20, 12, 4

};

// 选择置换PC-2 (table) 

const static int PC2_Table[48] = {

14, 17, 11, 24, 1, 5, 3, 28, 15, 6, 21, 10,

23, 19, 12, 4, 26, 8, 16, 7, 27, 20, 13, 2,

41, 52, 31, 37, 47, 55, 30, 40, 51, 45, 33, 48,

44, 49, 39, 56, 34, 53, 46, 42, 50, 36, 29, 32

};

/ / 左移循环数pc1
const static int LOOP_Table1[16] = {

1,1,2,2,2,2,2,2,1,2,2,2,2,2,2,1

};
// 左移循环数pc2
const static int LOOP_Table2[16] = {

0,27,26,26,26,26,26,26,27,26,26,26,26,26,26,27

};

//S盒

static int S_Box[8][4][16] = {

// S1 

14, 4, 13, 1, 2, 15, 11, 8, 3, 10, 6, 12, 5, 9, 0, 7,

0, 15, 7, 4, 14, 2, 13, 1, 10, 6, 12, 11, 9, 5, 3, 8,

4, 1, 14, 8, 13, 6, 2, 11, 15, 12, 9, 7, 3, 10, 5, 0,

15, 12, 8, 2, 4, 9, 1, 7, 5, 11, 3, 14, 10, 0, 6, 13,

// S2 

15, 1, 8, 14, 6, 11, 3, 4, 9, 7, 2, 13, 12, 0, 5, 10,

3, 13, 4, 7, 15, 2, 8, 14, 12, 0, 1, 10, 6, 9, 11, 5,

0, 14, 7, 11, 10, 4, 13, 1, 5, 8, 12, 6, 9, 3, 2, 15,

13, 8, 10, 1, 3, 15, 4, 2, 11, 6, 7, 12, 0, 5, 14, 9,

// S3 

10, 0, 9, 14, 6, 3, 15, 5, 1, 13, 12, 7, 11, 4, 2, 8,

13, 7, 0, 9, 3, 4, 6, 10, 2, 8, 5, 14, 12, 11, 15, 1,

13, 6, 4, 9, 8, 15, 3, 0, 11, 1, 2, 12, 5, 10, 14, 7,

1, 10, 13, 0, 6, 9, 8, 7, 4, 15, 14, 3, 11, 5, 2, 12,

// S4 

7, 13, 14, 3, 0, 6, 9, 10, 1, 2, 8, 5, 11, 12, 4, 15,

13, 8, 11, 5, 6, 15, 0, 3, 4, 7, 2, 12, 1, 10, 14, 9,

10, 6, 9, 0, 12, 11, 7, 13, 15, 1, 3, 14, 5, 2, 8, 4,

3, 15, 0, 6, 10, 1, 13, 8, 9, 4, 5, 11, 12, 7, 2, 14,

// S5 

2, 12, 4, 1, 7, 10, 11, 6, 8, 5, 3, 15, 13, 0, 14, 9,

14, 11, 2, 12, 4, 7, 13, 1, 5, 0, 15, 10, 3, 9, 8, 6,

4, 2, 1, 11, 10, 13, 7, 8, 15, 9, 12, 5, 6, 3, 0, 14,

11, 8, 12, 7, 1, 14, 2, 13, 6, 15, 0, 9, 10, 4, 5, 3,

// S6 

12, 1, 10, 15, 9, 2, 6, 8, 0, 13, 3, 4, 14, 7, 5, 11,

10, 15, 4, 2, 7, 12, 9, 5, 6, 1, 13, 14, 0, 11, 3, 8,

9, 14, 15, 5, 2, 8, 12, 3, 7, 0, 4, 10, 1, 13, 11, 6,

4, 3, 2, 12, 9, 5, 15, 10, 11, 14, 1, 7, 6, 0, 8, 13,

// S7 

4, 11, 2, 14, 15, 0, 8, 13, 3, 12, 9, 7, 5, 10, 6, 1,

13, 0, 11, 7, 4, 9, 1, 10, 14, 3, 5, 12, 2, 15, 8, 6,

1, 4, 11, 13, 12, 3, 7, 14, 10, 15, 6, 8, 0, 5, 9, 2,

6, 11, 13, 8, 1, 4, 10, 7, 9, 5, 0, 15, 14, 2, 3, 12,

// S8 

13, 2, 8, 4, 6, 15, 11, 1, 10, 9, 3, 14, 5, 0, 12, 7,

1, 15, 13, 8, 10, 3, 7, 4, 12, 5, 6, 11, 0, 14, 9, 2,

7, 11, 4, 1, 9, 12, 14, 2, 0, 6, 10, 13, 15, 3, 5, 8,

2, 1, 14, 7, 4, 10, 8, 13, 15, 12, 9, 0, 3, 5, 6, 11

};

//将字母转化为二进制数

void PlaintBit(char *a,bool *b) 

{     


int temp,k=63;


for(int i=7;i>=0;i--)


{



temp=(int)a[i];



for(int j=0;j<8;j++)



{




b[k--]=temp%2;




temp/=2;



}


}

}

//将十进制数转化成二进制数

void PlaintIntBit(int *a,bool *b)

{


int k=31;


for(int i=7;i>=0;i--)


{



for(int j=0;j<4;j++)



{




b[k--]=a[i]%2;




a[i]/=2;



}


}

}

//将二进制数转化为字母

void PlaintByte(bool *b,char *a)

{     


int temp,k=0;


for(int i=0;i<8;i++,k+=8){



temp=128*b[k]+64*b[k+1]+32*b[k+2]+




 16*b[k+3]+8*b[k+4]+4*b[k+5]+




 2*b[k+6]+b[k+7];



a[i]=(char)temp;



cout<<a[i];


}


cout<<endl;

}

//IP置换

bool * IP(bool *p1)

{


bool *P=new bool[64];


for(int i=0;i<64;i++)



P[i]=p1[IP_Table[i]-1];


for(int i=0;i<64;i++)


{



if((i+1)%8)




cout<<P[i];



else




cout<<P[i]<<" ";


}


cout<<endl;


return P;

}

//IP^-1置换

bool * IPR(bool *p2)

{


bool *P=new bool[64];


for(int i=0;i<64;i++)



P[i]=p2[IPR_Table[i]-1];


cout<<"IP逆置换后为："<<endl;


for(int i=0;i<64;i++)


{



if((i+1)%8)




cout<<P[i];



else




cout<<P[i]<<" ";


}


cout<<endl;


return P;

}

//位选择函数E

bool *E(bool *e)

{


bool *r=new bool[48];


for(int s=0;s<48;s++)



r[s]=e[E_Table[s]-1];


return r;

}

//置换位置P

bool *P(bool *f)

{


bool a[32];


for(int i=0;i<32;i++)



a[i]=f[i];


for(int t=0;t<32;t++)



f[t]=a[P_Table[t]-1];


return f;

}

//选择置换PC-1

bool *PC1(bool *k)

{


bool *key=new bool[56];


for(int l=0;l<56;l++)


{



key[l]=k[PC1_Table[l]-1];


}


return key;

}

//选择置换PC-2

bool *PC2(bool *c,bool *d)

{


bool *KEY=new bool[48];


for(int n=0;n<48;n++)


{



if(n<24)




KEY[n]=c[PC2_Table[n]-1];



else




KEY[n]=d[PC2_Table[n]-29];


}


return KEY;

}

//f函数

bool *F(bool *s)

{


bool b[8][6];


bool *plaint_K=new bool[32];


int B[8];


int mm,nn;


for(int i=0;i<8;i++)


{



for(int j=0;j<6;j++)



{




b[i][j]=s[6*i+j];



}



mm=2*b[i][0]+b[i][5];



nn=8*b[i][1]+4*b[i][2]+2*b[i][3]+b[i][4];



B[i]=S_Box[i][mm][nn];


}


PlaintIntBit(B,plaint_K);


return P(plaint_K);

}

// 异或运算

bool *XOR(bool *InA,int len,bool *InB)

{


bool *ek=new bool[len];


for(int q=0;q<len;q++)



ek[q]=InA[q]^InB[q];


return ek;

}

//循环左移位

void RotateL(bool *In, int len,int loop)

{


static bool Tmp[256];

    memcpy(Tmp, In, loop);


memcpy(In, In+loop, len-loop);


memcpy(In+len-loop, Tmp, loop);

}

//加密模块
bool * Encrypt_Mode(int choose)

{


char m[8],k[8];


bool plaint_k[64],hand[32],line[32],kh[28],kl[28];


bool *plaint_m=new bool[64],*plaint_c=new bool[64],*temp_m=new bool[64];


bool *tempK,*KKEY,*newLine;


if(choose==1){



cout<<"请输入明文："<<endl;



for(int i=0;i<8;i++)




cin>>m[i];



PlaintBit(m,temp_m);



for(int i=0;i<64;i++)



{




if((i+1)%8)





cout<<temp_m[i];




else





cout<<temp_m[i]<<" ";



}



cout<<endl;



cout<<"请输入密钥："<<endl;



for(int i=0;i<8;i++)




cin>>k[i];



PlaintBit(k,plaint_k);



for(int j=0;j<64;j++)



{




if((j+1)%8)





cout<<plaint_k[j];




else





cout<<plaint_k[j]<<" ";



}



cout<<endl;


}


else{



int j;



cout<<"改变明文输入，改变密钥输入."<<endl;



cin>>j;



if(j==1){




cout<<"请输入明文："<<endl;




for(int i=0;i<64;i++)





cin>>temp_m[i];




cout<<"请输入密钥："<<endl;




for(int i=0;i<8;i++)





cin>>k[i];




PlaintBit(k,plaint_k);




for(int j=0;j<64;j++)




{





if((j+1)%8)






cout<<plaint_k[j];





else






cout<<plaint_k[j]<<" ";




}




cout<<endl;



}



else{




cout<<"请输入明文："<<endl;




for(int i=0;i<8;i++)





cin>>m[i];




PlaintBit(m,temp_m);




for(int i=0;i<64;i++)




{





if((i+1)%8)






cout<<temp_m[i];





else






cout<<temp_m[i]<<" ";




}




cout<<endl;




cout<<"请输入密钥："<<endl;




for(int j=0;j<64;j++)





cin>>plaint_k[j];



}


}


cout<<"经IP置换后明文变为："<<endl;


plaint_m=IP(temp_m);

   for(int d=0;d<32;d++)

   {


    hand[d]=plaint_m[d];



line[d]=plaint_m[d+32];

   }

   tempK=PC1(plaint_k);

   for(int d=0;d<28;d++)

   {


    kh[d]=tempK[d];



kl[d]=tempK[d+28];

   }

   for(int d=0;d<16;d++)

   {


   bool temp;


   RotateL(kh,28,LOOP_Table1[d]);


   RotateL(kl,28,LOOP_Table1[d]);


   KKEY=PC2(kh,kl);


   newLine=F(XOR(E(line),48,KKEY));


   for(int j=0;j<32;j++)


   {



   temp=line[j];



   line[j]=hand[j]^newLine[j];



   hand[j]=temp;


   }

   }

   for(int d=0;d<32;d++)

   {


   plaint_c[d]=line[d];


   plaint_c[d+32]=hand[d];

   }

   temp_m=IPR(plaint_c);

   return temp_m;

}

//解密模块
void Decrypt_Mode()

{


char m[8],k[8],c[8];


bool plaint_k[64],hand[32],line[32],kh[28],kl[28];


bool *plaint_m=new bool[64],*plaint_c=new bool[64],*temp_m=new bool[64];


bool *tempK,*KKEY,*newLine;


cout<<"请输入密文："<<endl;


for(int i=0;i<8;i++)



cin>>m[i];


PlaintBit(m,temp_m);


for(int i=0;i<64;i++)


{



if((i+1)%8)




cout<<temp_m[i];



else




cout<<temp_m[i]<<" ";


}


cout<<endl;


cout<<"请输入密钥："<<endl;


for(int i=0;i<8;i++)



cin>>k[i];


PlaintBit(k,plaint_k);


for(int j=0;j<64;j++)


{



if((j+1)%8)




cout<<plaint_k[j];



else




cout<<plaint_k[j]<<" ";


}


cout<<endl;


cout<<"经IP置换后密文变为："<<endl;


plaint_m=IP(temp_m);

   for(int d=0;d<32;d++)

   {


    hand[d]=plaint_m[d];



line[d]=plaint_m[d+32];

   }

   tempK=PC1(plaint_k);

   for(int d=0;d<28;d++)

   {


    kh[d]=tempK[d];



kl[d]=tempK[d+28];

   }

   for(int d=0;d<16;d++)

   {


   bool temp;


   RotateL(kh,28,LOOP_Table2[d]);


   RotateL(kl,28,LOOP_Table2[d]);


   KKEY=PC2(kh,kl);


   newLine=F(XOR(E(line),48,KKEY));


   for(int j=0;j<32;j++)


   {



   temp=line[j];



   line[j]=hand[j]^newLine[j];



   hand[j]=temp;


   }

   }

   for(int d=0;d<32;d++)

   {


   plaint_c[d]=line[d];


   plaint_c[d+32]=hand[d];

   }

   temp_m=IPR(plaint_c);

   cout<<"经DES解密后明文是："<<endl;

   PlaintByte(temp_m,c);

}

//雪崩效应测试
void Test_Mode(int choose)

{


bool *c1,*c2,*xor;


int count=0;



c1=Encrypt_Mode(choose);



c2=Encrypt_Mode(choose);



xor=XOR(c1,64,c2);



for(int i=0;i<64;i++)




count+=(int)xor[i];



cout<<count;



cout<<endl;

}

void main()

{


int t;


bool *bqwang=new bool[64];


char c[8];


cout<<"请选择程序功能：1为加密；2为解密；0为验证雪崩效应。"<<endl;


cin>>t;


while(t!=4)


{



switch(t)



{



case 0:




Test_Mode(t);break;



case 1:




bqwang=Encrypt_Mode(t);




cout<<"经DES加密后密文是："<<endl;




PlaintByte(bqwang,c);




break;



case 2:




Decrypt_Mode();break;



default:




cout<<"输入错误！"<<endl;



}



cout<<"还要进行操作吗？1为加密；2为解密；0为验证雪崩效应。按4结束操作！"<<endl;



cin>>t;


}

}
